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IMPORTANT NOTICE

This product complies with Standards of UL294 only. It has not been tested
for compliance with Standards of UL1076. The burglary features of this
product are only supplemental to the product’s access control featured.
Terms used in this documentation, such as zones, perimeter, etc., are|not
indicative of UL approved burglary features. These terms apply only t
access control applications of this product and the product’s burglary
features that have not been approved by UL.
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ALAR M DEVICE MANUFACTURING COMPANY
A Division of Pittway Corporation
165 Eileen Way, Syosset, NY 11791

SOFTWARE LICENSE AGREEMENT

You should carefully read the following terms and conditions. BY BREAKING THE SEAL ON THIS
PACKAGE YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT. If you do not consent to
be bound by this License Agreement, you must promptly return the unopened package to the person
from whom you purchased it within fifteen (15) days from date of purchase and your money will be
refunded to you by that person. If the person from whom you purchased this Software fails to refund
your money, contact ADEMCO immediately at the address set out above.

1. GRANT OF LICENSE. Subject to all terms and conditions hereof, Alarm Device Manufacturing Company, a division of
Pittway Corporation ("ADEMCO") does hereby grant to the purchaser (the "Licensee") upon payment in full of the published
license fee, or other license fee agreed to in writing (the "License Fee") a nontransferable, nonexclusive license to use the
enclosed software ("Licensed Programs") provided herewith in Licensee's own business on a single computer for a term
commencing on the date of payment in full of the License Fee and continuing in perpetuity unless terminated in accordance
with the terms hereof.

2. PROPRIETARY RIGHTS. Licensee hereby acknowledges that the Licensed Programs including the algorithms contained
therein are proprietary to ADEMCO. Licensee shall not sell, transfer, disclose, display or otherwise make available any
Licensed Programs or copies or portions thereof to any other entity. Licensee agrees to secure and protect the Licensed
Programs so as to maintain the proprietary rights of ADEMCO therein, including appropriate instructions to and agreements
with its employees.

3. DOCUMENTATION. The documentation supplied with the Licensed Programs is the copyright property of ADEMCO.
Licensee shall not under any circumstances divulge or permit to be divulged such documentation to any other entity.

4. COPIES. Licensee shall not copy in whole or in part the Licensed Programs or documentation provided however that
Licensee shall be permitted to make one (1) copy of the Licensed Programs solely for backup purposes provided that all
proprietary notices are reproduced thereon. Any such copy shall remain part of the Licensed Programs and shall be subject to
this Agreement.

5. OBJECT CODE. Licensee understands and acknowledges that the Licensed Programs consist of object code only and that
ADEMCO shall not supply source code versions of the Licensed Programs. Licensee shall not create or attempt to create by de-
compilation or otherwise, the source code for the Licensed Programs, or any part thereof.

6. SECURITY. Licensee acknowledges that the Licensed Programs are security related and access to the Licensed Software
should be limited to authorized individuals. Licensee assumes full responsibility for use of the Licensed Programs whether by
authorized or unauthorized individuals. Licensee agrees that the License Fee has been set in reliance upon indemnities and the
limitations on liability contained herein and that such provisions are fair and not unconscionable.

7. LIMITED WARRANTY. ADEMCO warrants that the Licensed Programs will conform to the functions described in the
ADEMCO user documentation provided herewith for ninety (90) days from the date of original purchase. THE WARRANTY
STATED ABOVE IS A LIMITED WARRANTY AND IT IS THE ONLY WARRANTY BY ADEMCO. ALL OTHER

WARRANTIES OF MERCHANTABILITY OR WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE ARE

HEREBY EXCLUDED BY ADEMCO AND WAIVED BY LICENSEE. Other than the limited warranty stated above, the

entire risk as to the use, quality and performance of the Licensed Programs is with Licensee. ADEMCO does not represent that
the Licensed Programs may not be compromised or circumvented; that the Licensed Programs will prevent any personal injury
or property loss by burglary, robbery, fire or otherwise; or that the Licensed Programs will in all cases provide adequate
warning or protection. Licensee understands that a properly installed and maintained alarm may only reduce the risk of a
burglary, robbery or fire without warning, but is not insurance or a guarantee that such will not occur or that there will be n
personal injury or property loss as a result. ADEMCO does not warrant that the Licensed Programs will meet Licensee's
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requirements or that the operation of the Licensed Programs will be uninterrupted or error free. SOME STATES DO NOT
ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO YOU.
THIS WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO HAVE OTHER RIGHTS WHICH
VARY FROM STATE TO STATE.

8. LIMITATION OF REMEDIES. Licensee's exclusive remedy shall be either the replacement of any diskette not meeting the
limited warranty set forth above and which is returned to ADEMCO with a copy of Licensee's paid invoice or, if ADEMCO is
unable to deliver a replacement diskette which is free of defects, Licensee may terminate this Agreement by returning the
Licensed Programs and thereupon the License Fee shall be refunded. ADEMCO shall have no obligation under this Limited
Warranty if the Licensed Programs are altered or improperly repaired or serviced by anyone other than ADEMCO factory
service. For warranty service, return Licensed Programs transportation prepaid, to ADEMCO Factory Service, 165 Eileen
Way, Syosset, NY 11791. ADEMCO SHALL HAVE NO LIABILITY WITH RESPECT TO ITS OBLICATIONS UNDER

THIS AGREEMENT OR WITH RESPECT TO AUTHORIZED OR UNAUTHORIZED USE OF THE LICENSED

PROGRAMS OR OTHERWISE WHETHER BASED IN CONTRACT, TORT OR UPON ANY OTHER LEGAL THEORY

FOR CONSEQUENTIAL EXEMPLARY, OR INCIDENTAL DAMAGES, INCLUDING BUT NOT LIMITED TO

LIABILITY FOR PERSONAL INJURY, PROPERTY DAMAGE, ECONOMIC LOSS, OR CLAIMS OF THIRD PARTIES,
INCLUDING CUSTOMERS OF LICENSEE, EVEN IF IT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. In no event shall ADEMCO's liability whether direct or indirect for any claim, under this Agreement or
otherwise, regardless of cause or origin, exceed the License Fee. SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSIONS OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE LIMITATION

OR EXCLUSION MAY NOT APPLY TO YOU.

9. REGISTRATION. In order to qualify to receive natification of ADEMCO updates to the Licensed Programs, Licensee
must complete and return the enclosed Registration Form to ADEMCO within twenty (20) days from date of purchase.
Notwithstanding, ADEMCO is under no obligation to release updates to the Licensed Programs.

10. TERMINATION. Upon the breach or non-compliance with any term or provision of this Agreement, ADEMCO shall
have the right to terminate the license granted hereby by written notice to Licensee. Upon such termination Licensee shall
immediately turn over to ADEMCO all copies of the Licensed Programs and any documentation supplied in connection
therewith. Such remedy shall be in addition to and cumulative to any other remedies ADEMCO may have at law or in equity
with respect to such breach or non-compliance.

11. GENERAL. This agreement is the complete and exclusive statement of the understanding of the parties involved with
respect to the transaction contemplated hereby and supersedes any and all prior proposals, understandings and agreements.
This Agreement may not be modified or altered except by a written instrument signed by Licensee and an authorized
representative of ADEMCO. Licensee may not assign or sublicense without the prior written consent of ADEMCO, its rights,
duties or obligations under this Agreement to any person or entity, in whole or in part. If any provision of this Agreement is
invalid under any applicable statute or rule of law it is to that extent to be deemed omitted. This Agreement and the
performance hereunder shall be governed by the laws of the State of New York and the sole venue for suit shall be in an
appropriate state or federal court located in the State and City of New York. The failure of ADEMCO to exercise in any
respect any rights provided for herein shall not be deemed a waiver of such right or any further right hereunder. No action
regardless of form arising in connection with this Agreement may be brought more than two (2) years after the date such cause
of action shall have arisen. ADEMCO shall have the right to collect from Licensee any expenses incurred including attorneys'
fees in enforcing its right under this Agreement.
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Chapter

Introduction

This chapter describes the content of this guide and explains the
basic use of the PassPoint Express program. In this chapter you
will learn:

* What this guide is about and what its contents are

* What the PassPoint Express Windows software is and
how to use it.

Introduction 1-1
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Abou t This Guid e

This guide is for users of the PassPoint access control system.
It contains everything needed to operate the system on a day to
day basis once the system has been installed and properly
configured.

Who is a user? A userof the system is a person that interacts with the system
through its interface. Users can control readers, set time
schedules, enroll ID cards, etc.

Users interact with the system on a completely different level
from Cardholders. Cardholders are the people who occupy the
premises. They have nothing to do with the configuring or
operation of the system. A user will most likely be a

Cardholder, but a Cardholder does not have to be a system user.

For example, the security manager posted of a premises with
PassPoint is both a Cardholder and a PassPoint user. He is a
Cardholder because he has an access badge to allow him access
to the premises. He is also a system user because he is
responsible for configuring and operating the PassPoint system.
He sets up time schedules, enrolls new ID cards, etc.

There are four different levels of PassPoint users. They are:
Installer, Masters, Managers, and Operators. Each of these user
levels are explained in detail in the following chapter of this

guide.
What'’s in this All of the tasks that a system user performs are described in this
guide? guide.

When using the system, you will be working with the PassPoint
Express system interface. This system interface allows you to

1-2 Introduction
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perform all of the tasks needed to configure, monitor, and
operate your PassPoint system.

What Is Pass Point Expr ess?

PassPoint Express is a Windows 95 software program that
installs and runs your system terminal. Essentially, PassPoint
Expressallows your PC to communicate with the main logic
board of the system.

With PassPoinExpressyou can configure all of the options
necessary to get your system up and running, perform system
maintenance, and monitor system functioning. While
monitoring the system, PassPdixpressdisplays a scrolling

list of system events. A user can then log on and enter the
program’s visually oriented system, which allows full screen
editing of configurable options.

The PassPoint system does not need to be connected to the
PassPoinExpressPC in order to function. The PC is only used
to configure and monitor the system. Once the system is up and
running, the PC can be disconnected (either intentionally or
unintentionally) without disrupting the operation of the system.

Introduction 1-3
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System requ irements

In order to install and run PassPdixpressyour PC will need
to have the following minimum configuration:

Minimum

* P90 Class processor

16 megabytes RAM

20MB free hard disk space

Windows 95

SVGA video display, 800x600 resolution, 256 color

Mouse

1 available serial port for MLB

Optional

1 available serial port for TWAIN digital camera
(optional)

TWAIN compliant scanner (optional)

2 Hayes-compatible 28.8 modems (optional for remote
operation)

Integral Flashpoint Lite or better (optional for on-
screen video)

1-4 Introduction
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Startin g Express

To start Express on your PC:
To start PassPoiixpresson your PC:

1. SelectPassPoint Expresfrom the Windows 95 Program
menu.

In a few moments, the system will prompt you for a user
name and password:

PassPoint Expresz Login

zer: ||

Passward: I

k. I Cancel |

2. Enter your user name and password and clicloK.

Once you clickOK, the mairExpresswindow appears on
your screen.

The PassPoint Exp ress Environment

PassPoinExpresshas been designed to be simple to use. If you
are already familiar with operating in a Windows environment,
you should have no trouble finding your way around the
PassPoinExpressscreen.

Introduction 1-5
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Major screen co mpo nents

The illustration below shows the main PassPBxpressscreen
as it would look if the system were fully up and running. This
is, it includes card holders, time schedules, etc.

Quick Select List Menu Bar Speed Buttons

i, PassPoint Express - Account #0123
File “iew Control Config Comm Tools Help
i =3 B OB
) Accaunts
=8 Spstem Locations
£ System Hardware
- MLB
- Al
| L F- Accesspnt1: Door1
[B- Accesspnt 2: Door 2
Teminal 1 Terminall
dholders
AthuE
FthuJ

Resource |
Window

K tha O
Fth U
s Vth Z
@ Schedules
- € Sched 1: Work Week
Access Groups
B Acchip 1: Emplovees

DatedTime | Event | Detai | -

¥ 141/97 12200.00 PROTECT ACCESS POINT: Access Paint 2 Door 2 by Systemn

¥ 14/97 12200:00 ACCPT ENTRY ID METH Access Paint 2 Door 2 Setto CARD OMLY by Sustem

¥ 14/97 12200:00 PROTECT ACCESS POINT: Access Paint 1 Door 1 by Systemn

Event 4 11/97 12:00:00 ACCPT ENTRY ID METH Access Point 1 Door 1 Setto CARD ONLY by System
- ¥ 14/97 12:00:00 PROTECT ACCESS POINT: Access Paint 2 Door 2 by Systemn

Window 1 1/1/97120000  ACCPT ENTRY ID METH Access Peint 2 Door 2 Set ta C4RD ONLY by System

¥ 1M/97 12:00:00 PROTECT ACCESS POINT: Accessz Paint 1 Door 1 by Systermn

¥ 111797 120000 LCCPT ENTRY ID METH Access Point 1 Door 1 Set to CAR0D ONLY by System

4 11497 1200.00 WMODULE CONF UPDATED i odule 2 LI

Events Shawing 12 | 12/8/97 10:37:41 &M |Syslem Normal

LCommupicating.  [User INSTALLER : Prec B

Status Area

Resource Window- All of your system resources are listed in
the Resource Window. Resources can be modules (like MLBs
or DCMs), relays, zones, triggers, etc. Certain objects in the
Resource Window can be controlled by right-clicking on them.

1-6 Introduction
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Event Window - Each time a new system event occurs, it
appears in the Event Window. Examples of system events are
bypassing a zone, enabling a relay, disabling a card reader, etc.
The most recent event appears at the top of the list in the Event
Window.

Menu Bar - The menu bar allows you to select commands for
the operation of the program.

Quick Select List- The Quick Select List lists all of your
system’s components and resources. Use the list to quickly
locate the system objects you are looking for.

Speed Button Bar- Like the menu bar, the speed button bar
allows you to select commands for program operation. Each
speed-button function has a corresponding menu command on
the menu bar.

Status Area- The Status Area provides information about the
current operating conditions of your PassPoint system.
Whenever an important system event or trouble occurs, a
message indicating the event will appear here in red. In the
illustration on the previous page, we can see that three
important system events are in progress: a system module is
failing communication, an Access Point is locked, and a zone is
bypassed.

Introduction 1-7
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Chapter

User Levels

This chapter explains how to use PassPoint user access codes.
In this chapter you will learn:

* What the four PassPoint user levels are and how they
are used

* About the different level of system access provided by
each user level

* How to assign user codes

User Levels 2-1
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Understan ding User Levels

A Userof the system is a person who interacts with the system
through one of its interfaces. Users interact with the system on
a completely different level from occupants. Remember that
occupants are Cardholders. These are the people who occupy
the premises. They have nothing to do with configuring the
system'’s day-to-day operation. This is the job of users.

There are four categories, or levels, of users. Each level has a
different degree of access to the system. The four user levels

are:
* Installers
 Masters

* Managers

e Operators

Instal lers

The system supportseinstaller-level user.

The installer is the only user who is allowed to alter the
hardware configuration of the system. That is, he/she is the
only person who can determine which doors, zones, readers,
relays and such are used by the system.

The installer can also arm and disarm the burglary features of
PassPoint, as well as control all access points (i.e., bypassing
and locking) and general resources (i.e., output relays and
triggers). If the installer arms the system, any other user can

2-2 User Levels
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disarm it. The installer cannot disarm the system once it has
been armed by another user.

Lastly, the installer can modify the occupant card database and
view the event log.

Masters

The system supporteur master-level users.

While the Installer is the highest-authority user of the system, a
Master is intended to be the highest-authority user of the system
who remains on premises.

A system master can perform all access control and burglary
protection features as well as control uncommitted resources
(i.e., system resources not associated with access points). The
system master can also perform occupant card database
management functions.

Since the system master is the highest-capability user on the
premises, the master will most likely be the “chief of security.”

Managers

The system supporé&ght manager-level users.

A system manager can not perform access control or burglary
related control functions. A system manager can perform
occupant card database management functions and perform
event log and data extraction functions.

Managers will most likely be comprised of Human Resources
or Accounting personnel. A manager’s interaction with the

User Levels 2-3
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system will primarily consist of card database maintenance or
accounting data extraction.

Operators

The system suppor&sght operator-level users.

The operator user level is intended to be assigned to guards.
When a user terminal is installed at an entry point manned by a
guard, the guard can interact with PassPoint in order to visually
verify an occupant’s identity before allowing entry. If the entry
point is programmed for visual verification, upon the

occupant’s swipe, the guard will be prompted with the
occupant’s name. The guard must then indicate if the
occupant’s identity is correct before PassPoint will allow the
door to open.

An operator can perform access control and burglary-related
functions. An operator cannot alter the occupant card database.

Every user has an Each user of the system, whether an installer, master, manager

access code or operator, is given an access code. This is the code the user
uses to log-in to the system. You have already seen how to log-
in using your default installer code.

In this chapter you will be seeing how to change your default
installer code, as well as how to assign codes to the other users
of your system.

2-4 User Levels
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User Level Permissions

In order to help you understand the four user levels, the
following table lists each of the tasks available to each user
level from the menus of tiexpresssystem interface.

Function Installer Master Manager | Operator

Hardware Configuration

Set security ANET node num- O]
ber

Configure access ANET nodeps

Access area configuration

Reader configuration

Relay configuration

Zone configuration

O|g|o|go| ol d

Access areal/reader/relay/zong
name editing

A4

Default all configuration O]
options

Edit relay, zone, reader, trigge
& script names

O

User Code Related Functions

Edit installer code [l

Add/Edit/Delete master codes 0 Only his/her
own code

User Levels 2-5
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Function Installer Master Manager | Operator

Add/Edit/Delete manager codes [] [l Only
Manager

codes

Add/Edit/Delete operator codes [] ] 0] Can only

change his/
her own
password

Edit manager’s privilege
assignment capability

Access Card/Access Code Related Functions

Add cards/codes O [ U
Edit cards/codes O [ U
Delete cards/codes O ] U
View cards/codes O [ U
Edit access groups O O U
Edit access group privileges (] ]

Event Logging Functions

Select which events are logged  []

Set dialer characteristics

Select which events cause [l

dialer reports

2-6 User Levels
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Function Installer Master Manager | Operator

Scheduling Functions

Edit holidays (] ]

Edit time windows W 0l

Edit schedules W 0l

Set the time W 0l

Assign script/action to O O U

schedules

Edit event-action relationshipg O] ]

Access Control Related Functions

Protect access points ] 0 U
Bypass access points ] 0 U
Lock access points O O U
Turn visual verification on/off [l 0 U

at access points

Visually verify card/code hold- ] (]
ers in order to grant access

Security Functions

Arm/Disarm burglary zones 0 O U

Bypass/Protect burglary zone

O
]
O
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Function Installer Master Manager | Operator

Reset latching glassbreaks ]

Uncommitted Resource Functions

Enable/Disable uncommitted O [ ]
readers

Enable/Disable uncommitted O [ ]
relays

Toggle relays O O U
Other Functions

View module communication O [ ] L]
fault status

View relay supervision status [] ] ] U
View AC loss/low battery sta- ] ] [l ]
tus

Assigning User Codes

All PassPoint user codes are assigned the same way, using a
dedicated dialog box that lists all the current user codes for the
system.
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To reach this dialog box, selednage User$rom theTools

menu:
/* Express User Configuration tool M= B3
File User Help
Users First Name Prec. Level
IInstaIIer |5 ﬂ
£ MANAGERT
£ MANAGER? Last Name
B MANAGERI [rstaler | [~ User Disabled
B MANAGERY
% MANAGERS User Template Sutolegout
MANAGERE Ilnstallel ¥ Mewver ¥
® MAMNAGER? | I |
B MANAGERA .
€ MASTERT Template Rights
ﬁ MASTER? Frogram Mode Forgive APB Access Points
ﬁ MASTER2 Download Change Threat Lewel  Shutdown MLE
Upload Burg Functions Adrnin Options
® MASTERS
D&l Account Change Password Event Actions
ﬂ DPERATORT MNew Account Add Mew Card Drefault System
g OPERATORZ Day Templates Browse Cards Davlight S avings Time
ﬁ OPERATORZ Access Grps Card Mavigatar Fiesst MLE Cards
ﬁ OPERATOR4 Schedules Optiong Holidays
® OPERATORS Manage Users AccessGroup En / Dis
ﬁ OPERATORG Set Time Relays
g OFERATORT Script Editor Zones
Re-5pnc Sched Readers
ﬁ DFERATORS Forgive Entry/Exit Triggers
a | i
[Installer : INSTALLER  |Browsing

This dialog box allows the names of the users to be configured
and displays each user’s privileges. Note that since there are
varying levels of log-in authority, any user using this dialog
box can change only their own properties or properties of users
at a lower privilege level.

This dialog box has two panes. The left pane lists the log-in
users and the right pane displays the details about a selected
user.

The dialog box also displays a status bar along the bottom. The
two right-most panes of the status bar display the current user
being displayed and whether any edits have taken place. If no
edits have been performed on the selected user, the right-most
status pane will display “Browsing.” Once an edit has been
performed that has not been saved, this pane will display
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Users List

Fields

Template Right s

“Editing.” In order to save any edits, use theger...Save
Changesnenu command or click on a different user in the User
list.

Click a user in this list in order to update the detail display on
the right side of this screen.

First Name - You can edit the first name of each user in this
text box.

Last Name- You can edit the last name of each user in this text
box.

User Disabled- Click this list box if you want to temporarily
disable a user’'s access.

Prec. Level- Select this drop-down list so that you can choose
the precedence level of each user. Remember that precedence
levels define which users have authority over other users,
schedules, cardholders, and actions.

User Template- This field will indicate the type of user that is
being edited.

This list will display the capabilities of the selected user. These
capabilities are defined by the User Template and cannot be
changed.
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Menu co mmands

File Menu SelectExit from the file menu when you have finished editing
user data.
User Menu Reset Password- Use the Reset Password menu command

when you want to set a user’s password back to its default.
Doing this will set the password back to INSTALLER,
MASTERX, MANAGERX, or OPERATORX (with x being the
number of the log-in).

Save Changes- Use théSave Changesienu command when
you want to save your edits without exiting the User
Configuration Tool.

Help Menu Opens up the Help system and shows system revision
information.
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Chapter

Managing Cards and the
Cardholder Database

In this chapter you will learn how to:

* Use the Cardholder database

* Use the Card Wizard to add a single card or a batch of
cards

* Add a card to the database manually

* Associate an action with a card
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Abou t the Cardho Ider Database

In order to keep track of all of its Cardholders, PassPoint uses a
database. The PassPoint Cardholder database contains the
names of all of the Cardholders of the premises. It associates
each Cardholder with his/her ID card’s code, as well as the
Cardholder’s Personal Identification Number (PIN). Itis here,
in the Cardholder database, that you assign cards and PINs to

Cardholders.
Adding Each time you want to issue a card, you are adding a Cardholder
Cardholders to to the database. In addition to the Cardholder’'s name, ID card
the system and PIN, you can enter such information as the Cardholder’s

Access Group assignments, the type of card he/she is using, etc.
Some of this information is mandatory to enter. Other
information is optional and is intended to make locating and
managing Cardholders easier.

For example, Cardholders can be assigned to up to five dif-
ferent Access Groups, but they must be assigned to at lgast
one. Otherwise, they will never be able to access any of your
premises’ Access Poaints.

Also, each Cardholder card can be assigned to invoke a specific
system action. The action can be set to initiate under a variety
of circumstances, such as an access grant, an access denial, or
an egress grant.

Cards can be assigned to Cardholders on a temporary basis,
allowing an expiration date or usage count to determine the
period throughout which the card will be valid.
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Where do you
start?

For example, if you want to give a card to a visitor for only
one day, you can set the card to expire on the following day.
Or, if you want the card to only work for three entries intg
your building, you can set the card to deny every entry
request after the third.

There are two main ways to enroll a card. One is to use the
Card Wizard. The other is to use thad New Cardunction.
Both methods are explained below:

The Add New Cardiunction

This function is chosen from tl&onfig menu, and brings
up a dialog box that allows you to fill in the data for the card
manually.

Adding a card with thé&dd New Cardunction allows you
the greatest flexibility. The Card dialog box contains a
number of fields that can be edited and tailored for the
particular Cardholder.

TheAdd New Cardunction allows you to add only one
card. If you want to add more than one card, use the Card
Wizard.

The Card Wizard

The Card Wizard is a PassPoint tool that lets you enroll
cards quickly and easily. Using the Card Wizard, you can
enroll a single card, or you can enroll a batch of cards.

Adding a card using the Card Wizard only allows you to
add basic, default information to the card. It does not allow
you the flexibility that adding a card manually does.
However, once you have added a card using the Card
Wizard, you can go back and add more specific information
to that card.
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Using the Card Wizard

The quickest and easiest way to add cards is to use the Card
Wizard. With the Card Wizard, you can add one card or a batch
of cards.

The Card Wizard appears automatically as the last step of the
configuration process:

The PassPointer will
help you add
cardhalders ta your
Access Contiol system,

Click the Mext > button when you are ready to begin,

< Back | Hexts Cancel

The Card Wizard works in the same manner as the Setup
Wizard (shown earlier in this guide). To use the Card Wizard,
simply follow the instructions and answer the prompts.
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The first step is to determine whether you want to add one card
or a batch of cards. Make your selection by choosing the
appropriate option:

~Step 2 of

Please specify how pou would like to add cards:

" Batch Add

‘ " Batch Swipe

< Back I Next > I Cancel

Adding a sing le card
To enter a single card using the Card Wizard:

1. SelectAdd a single cardn the Wizard and click Next

The Wizard will ask you to enter a last and first name for
the Cardholder (i.e., the person to whom the card will be
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assigned):

~Step 3 of

Last

Enter the name of the person pou wish ta add:

‘ First

-

< Back I Nexst > I Cancel |

2. Enter the appropriate name information into the fields

and click Next

The system will prompt you to enter card information:

%, Add Card Wizard

~Step 4 of

. Please present the card to the enrollment reader now, o if pou
prefer. enter in the infarmation below

J Card Number

Mote: You may enter either the card number [hot stamp) from
the back of the card, or, if the card caloulatar is set to Raw
Card Image, you may enter the actual card code.

‘ When entering a card number, the card code will be computed
automatically based on the current card calculator settings.

Current Card Caloulator Setting: |34 Bit ADEMCO Prox NCC

To change the card calculator settings, click here;

Card Code

-

IUUUU-UUUU-UUUU-UUUU

< Back I Nexst > I Cancel |

If you have a Card Enrollment Kit, you can swipe the card
at your enrollment reader to enter the card information.
Otherwise, key the applicable card information into the

screen manually.
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The default card setting is 34-bit Ademco proximity.

3. Enter the card information and click Next

The Wizard will ask you to enter a PIN number for the card.
This is an optional step and only needs to be done if your
system uses keypad readers that enable a PIN to be used:

", Add Card Wizard [ %]
Step 5 of
L .
Optional Please enter a unique PIN number for this cardhalder:
PIN Number
A Mote: Personal Identification Mumbers [PIMs] are optional.
However, if the facility uses Access Control Keypads or

Reader/Keypad comba units [ar ever intends tal, it iz highly
recommended that all cardholders be issued FIN numbers.

< Back I HNext > I Cancel |

4. Enter a PIN number (if applicable) and clickNext

Next, the Wizard will ask you to choose Access Groups for
the card:

&, Add Card Wizard

~Step B of
L . .

Please select which access groups this cardhalder will
belong to (5 maximum]
Access Groups Murnber Selected: O
CJEmplayees sl
Oice Group 002 —l

‘ éAce Growp 003
Oace Group 004

Oice Group 005
éAce Growp 006
O4ce Group 007
1 Oice Group 008
Ace Growp 003

J Oé4ce Group 010 LI

< Back I Hext> I Cancel |

Each Cardholder can be assigned to up five Access Groups.
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To assign an Access Group to a user, simply check the num-
ber of the group(s) in the boxes provided.

The ASK template includes one pre-set Access Group, called
EMPLOYEES. This enables you to choose an Access Group
without first having to create one. Later, you can modify or
delete the EMPLOYEES Access Group if you want.

In order for a Cardholder to have any access privileges at
all, he/she must be assigned to at least one Access Group
(unless the Cardholder has been granted executive privi-
leges).

5. Select the Access Groups for the card, then cli¢kext

The last step is to enter a Vista user number (if applicable):

~Step 7 of

Optional: If this cardholder has a comesponding WIS T4 User #,
enter it below. Otherwise, you may leave this field set to zero

VISTA User #
o]

< Back I Finish I Cancel I

If the Cardholder has a corresponding Vista user number,
enter it in the field provided. If not, leave this field blank.

6. Click Finish.

The card will be added to the Cardholder database. From
here you can view, edit, or delete the card.
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Adding a batch of cards

There are two ways to add a batch of cards: batch add and batch
swipe.

Batch Add

Batch adding allows you to quickly add a batch of cards at one
time. The Card Wizard will ask you to swipe (or manually
enter) the FIRST and LAST card in a batch. The cards must be
in numerical order for this method to work. Once this is done,
PassPoint will automatically enroll both the first and last card,
and every card in between.

Using this method does not allow you to enter Cardholder
names for the cards. This must be done separately for each
card, along with any other specific card information you want to
add.

Batch Swipe

The batch swipe method also allows you to add a batch of cards,
but this method requires you to swipe each card one by one at a
card enrollment reader.

PassPoint will prompt you to choose which Access Group the
Cardholder will belong to, and whether you want to assign a
name to each card. Then, you will be prompted to swipe your
cards.
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Addin g Cards Manuall y

If you don’t want to use the Card Wizard to add a Cardholder to
the database, you can simply add the card manually. Adding a
card manually allows you greater flexibility when adding cards,
since there are many more information fields available to you
that allow you to customize the card.

To manually add a card, follow the procedure below:

1. From the Config menu, selecCards>Add New Card

The Card Data dialog box appears:

Each tab allows you to add/edit
different data for the card.

Card Dcta - New Cardholder (6 of 1300)

st Brey ezt L&zt Tden [Eapy Delete 1 Save  Cancel
Access I Action I Peisonal I Employment I Custom Summary
Last Mame First N.ame M.
Use the Card | | |
d . I b Card # Card Technology Card Code FIM Code
Data dia 0g bOX | [34 Bit ADEMED Frox NEC [0000-0000-0000-0000 [o0000000
to add new cards, || acees oo Derial CAL
di dd I™ Disabled e
edit card data, [None =8 e | =l
and delete cards. ||| .- | Ational CAL
™ Use Expitation Date INone j
[Mane 1| | pae <NONE> o visTA U
INE"'E j ™ Use Expiration Court IU
INune ﬂ T lmﬁ _@I I~ Executive Privileges
™ Trace
Claze ?  Help
7

The Card Data dialog box allows you to enter various types
of information about each card. Each tab of the box dis-
plays a different set of data. When creating a new card
record, you fill out these fields as applicable. Some of these
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fields, like Last NameandAccess Groupsare mandatory.
Others need not be filled, or already contain default data
that can be used. The fields that you choose to fill out for
each card will depend upon the Cardholder, the needs of the
installation, and other factors specific to the premises.

2. Fill out the fields of the first tab, Access

The first tab of the Card Data dialog box is the only tab that
contains fields that must be filled in for the card to function.
Each of these tab fields is explained below:

Name (Last, First, MI) - Enter the name of the Cardholder

in these three fields. The name does not have to be unique,
and the manner in which the name is capitalized is not
important.

Card # - Enter the card number in this field. The card num-
ber entered will automatically compute the cort@atd

Code provided that the propé&ard Technologyas been
chosen.

Card Technology- In this field, select the proper card tech-
nology type that your system is using.

This field must be filled in correctly in order for the card to
function. By default, this field will read “34 Bit Ademco Prox
NCC,” which is the type of card shipped with the Access Starter
Kit.

Card Code- The card code is the actual code embedded in
the card. This is the code that the system reads when the
card is presented to a reader. This field cannot be edited. It
updates automatically according to tbard #entered and
theCard Technologghosen in the two previous fields.
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PIN Code - In this field enter the 8-digit personal identifi-
cation number (PIN) that you want to assign to the Card-
holder.

Personal Identification Numbers can be 3 to 8 digits long.

A system option sets the PIN code length that is used
throughout the system. All PIN codes in the system must be
unique to a length of 1 digit less than the system PIN length.
In other words, if the system PIN code length is set at 4 dig-
its, the fist 3 digits of ALL of the PIN codes in the system
MUST be unique. The last PIN digit is a “don't care” — any
PIN digit can be assigned in this position. However, never
define a PIN code that ends in “0.” This is because any PIN
code typed in at an Access Point that ends in “0” may be
interpreted as an access request under duress. It might be
wise to assign PIN codes that all end in the same digit — for
instance, “9.” This is because other special “last” digits
may be used by future versions of the system. Note that if a
card ID is not entered for this Cardholder (as might be the
case of PIN-only systems), data MUST be entered in this
field.

Access Groups In the list boxes provided, select up to five
Access Groups for the card.

In order for a Cardholder to have any access privileges at
all, he/she must be assigned to at least one Access Group
(unless the Cardholder has been granted executive privi-
leges, as explained above).

Disabled- If you should want to disable the privileges of

the Cardholder, check this box. While disabled, all of the
Cardholder’s access privileges will be revoked. You can
reinstate the Cardholder’s privileges at any time by
unchecking this box. While disabled, the card will remain

in the system database. When disabling a card, enter a date
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that tells the system when to disable the card.

Use Expiration Date- If you want the card to become
invalid after a specific date, check this box and enter the
date in the field provided. Any attempted use of the card
after this date will be denied.

Use Expiration Count - If you want the card to become
invalid after a specific number of uses, check this box and
enter the number of valid uses in the field provided. For
example, enter “10” in this field if you want the card to
allow only ten access grants.

Refresh Count- Refresh the expiration count from the
MLB.

Vista User #- If there is a Vista control panel user number
associated with the Cardholder, enter the applicable number
in this field.

Executive Privileges- Check this box if you want to grant
the Cardholder executive privileges: full access to all of the
system Access Points. The Access Groups assigned to the
Cardholder will not be checked, so it is not strictly neces-
sary to assign any Access Groups to the reader (although it
is highly advisable, since executive privileges are revoked
whenever the system is in Threat Level 5).

Note that enabling this field may have security ramifica-
tions that must be managed by the system’s administrator.
Also, if threat levels are used by the facility, any Executive
Privilege card should also be assigned at least one Access
Group. The Access Group assigned MUST be valid during
Threat Level 5 so the person will have an escape path from
the premises. Not providing such an escape path can have
life and safety implications. Executive Privilege cards also
retain all the access privileges of all Cardholder Authority
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Levels.

Trace - Check this box if you want to log a trace event each
time the card/PIN code is used. A trace event appears in the
event log of the system and “traces” the movements and
actions of the Cardholder. Generally, this field will not be
used unless a card needs to be “watched” for some reason.

3. Fill'in the fields of the remaining tabs, or clickSave

At any point after filling in the first tab fields, you can save
the card record and add the card to the database.

The remaining tabs of the dialog box allow you to enter
additional information for the Cardholder. For example, the
Personaltab allows you to add personal data about the
Cardholder, such as his/her address. Simamarytab

allows you to view summary information about the Card-
holder at a glance.

Using the Custom tab

The Customtab contains user-configurable fields that can
include any pertinent information you wish. When you first
open theCustomtab, it's essentially blank. This is because no
fields have been configured yet.

To configure fields for th€ustomtab:

1. From the Config menu, selecCards>Options
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The Card Data Configuration dialog box appears:

Card Data Configuration Dialog
Custom Fields |

Enable Field Wis. Wer. Form Field Name Field Description

¥ Custom 1 [Erter Custom Name Here

™ Custom 2

™ Custom 3

[~ Custom 4

[~ Custom 5

(i e i A B |

[~ Custom &

[~ Custom 7

[ Custom8

v ok | X cwea | 7 wen |

This dialog box contains various fields that let you custom-
ize theCustomtab.

Check off the boxes of the fields you want enabled.

Enable Field- This will allow users to type into these fields
in theCustomtab of the Card Data dialog box.

Vis. Ver. Form - Check this box if you want the field dis-
played on the Visual Verification dialog box.

Field Name- In this field, enter the text to be used as the
title of the field in theCustomtab.

Field Description - In this field, enter the text to be used as
the help text for the field in th@ustomtab.

Click OK.

The system will automatically update the information for
the Customtab. Next time you open the Card Data dialog
box, theCustomtab will reflect the data you just entered.
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Using the Action tab

Use the Action
tab to associate
an action with
the use of the
card.

You can configure the system to perform a specific action
whenever a specified event occurred with the card (such as an
access grant). To do so, use the fields of the Action tab:

Card Data - New Cardholder

v Megt Lzt Hew  Copy Defte Save  Cancel

Aecess | Action | Pesonal | Emplopment | Custom | Surmmany

Max Theeat Level
[Thieat Level0 =]

Specifier Not Us=d

[ | (@

Imvake Action

I Perform Action at Uncommitted Readers?

Action related data for the Cardholder

7

Action Desired - This is the function you want to occur when
the card is used. Make your selection from the predefined list
of actions.

Specifier - This is the system item acted upon. For instance, if
you've chosen “Relay On” as your action, the specifier would
be the relay number.

Maximum Threat Level - This is the threat level at which the
action will be allowed to take place. If the system threat level
goes beyond the setting for the action, the action will not be
allowed to occur. The default value for this field is 0, meaning
normal.

Precedence Change This field indicates how the precedence
level of the Specifier (above) will be affected when the action
takes place. You can choose None, Clear the precedence level
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to 0, or Update to have the resource take on the precedence
level of the Cardholder

Invoke Action - In this field, select the specific system
occurrence upon which you want the action to occur. The
action will only take place when the card encounters the
situation specified in this field. For instance, you can select the
action to occur when an access request is granted. Or you can
select the action to occur when an access request is denied.

Perform Action at Uncommitted Readers- Check this box if
you want the action specified to occur when the card is used at
an uncommitted command reader.
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Chapter

Setting

Administration Options

This chapter explains how to set several system-wide PassPoint
parameters. In this chapter you will learn:

How to set access options
How to select preset card format information
How to set Access Point parameters

How to use precedence settings
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PassPoint Ad ministration Options

Administration options are system-wide parameters that affect
how PassPoint operates on a day-to-day basis. Administration
options differ from configuration options in that they may be
changed more frequently and may be changed by “lower” level
system users (i.e., operators and managers).

Administration options include:

» Access options

* Preset card format selection

» Access point parameters

* Precedence settings

Each of these administration options is explained in detail in
this chapter.

All administration options are set in a dedicated dialog box,
called System Administration Options. To reach this dialog
box, selecAdminfrom theConfigmenu:

Fin Rty Lockout: [(TTETIRSNE =

Use this screen to Set|  rmraytosamme [ s SRS~ :
yOur SyStem AniiPassback Time: [6 Min Alam Pangl Precs v
administration PeseDeria oL [T 2]

Options. Denial Overids: [~

Preset Card Format Selection

Preset Card Type: |Magnetic Stripe -

Aocess Paoint Parameter

User Max Timed Bypass:  [10 Min

X Concel| 7 Hep
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Setting your Use this dialog just as you would any other PassPoint dialog
administ ration box. Enter the data as necessary in the applicable fields. Some
options fields require you to choose from system presets. Other fields

allow you to enter data directly from your keyboard. A detailed
description of each field is provided in the following section.

When you are done setting your administration options, click
OK.

Adm inistratio n dialog box field s

Below is a description of each field of the System
Administration Options dialog box:

Access options

The fields in this section control how the system deals with
certain access situations.

Pin Retry Lockout - How many times do you want an
occupant to be able to enter an invalid PIN code before the
system locks out the keypad? You can select from 1to 6
attempts, or you can leave the default choice, “not used,” if you
don’t want to use this feature.

Pin Retry Lockout Time - How long do you want your

keypads to stay locked out after an occupant has continually
entered an invalid PIN code (as explained above)? You can
enter any number up to 65535 seconds in this field. In
low-security applications, the number of seconds that the entry
side is locked out should be just enough to discourage people
from tampering with the PassPoint system by “trying all
possible codes.” In higher security applications, it may be
desirable to lock out the entry side of the Access Point for
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longer periods of time - possibly long enough to dispatch a
guard.

Anti-Passback Time- How long do you want the system to

wait between access or egress attempts on the same card at the
same card reader? This feature, known as anti-passback,
prevents a person from gaining access by using a card that was
“passed back” to him/her by a Cardholder who has already used
the card to enter the same area. Once a card has been used at an
Access Point, it cannot be used again to pass in the same
direction at that Access Point for the specified amount of time.

You can program any amount of time up to 60 minutes in this
field, although you should be careful not to make this time too
long, since Cardholders often need to pass through the same
Access Point a number of times a day.

Preset Denial CAL- The CardHolder Authority Level (CAL)
defines what system functions the card can perform.

Denial Override - Denial Override is a feature that allows
systems requiring more configuration programming to be
commissioned gradually. Turning Denial Override on, by
checking this box, will automatically grant access to any
CardHolder who otherwise would have been denied. The Event
History Log will indicate that the access was granted under
denial override, and indicate the reason why the card would
have been denied.
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This feature can be useful in the early stages of commissioning
the system. However, it is important that the occupants of the
premises know that the system is not protecting them in the
normal way. As the system’s schedules and Access Groups
gradually get programmed correctly, the number of Cardholder
access and egress grants that are given under Denial Override
will diminish. The system administrator can review the Event
History Log for the period this feature was in effect and look for

problems with the schedule and Access Group programming of
the system.

Preset card format sele ction

There is only one field in this area, used for entering
information about your default ID card type.

Preset Card Type- What format of ID cards are you using?
You can select among Weigand cards, proximity cards,
magnetic stripe cards, and keypads.

Acce ss Point parameters

User Max Timed Bypass- PassPoint operators can initiate a
bypass of an Access Point for a predetermined amount of time.
This field defines the maximum length of time that the bypass
can last. For instance, if the operator chooses to bypass an
Access Point for 20 minutes but the number set in this field is
10 minutes, the operator will not be able to initiate the bypass.
He/She will only be able to initiate a bypass up to 10 minutes
long. The maximum number of minutes for this field can be set
at any number between 1 and 65535.

Setting Administration Options 4-5

Technical Manuals Online! - http://www.tech-man.com



PASSS0INT

Precedence settings

All hardware resources (i.e., Access Points, relays, readers,
triggers, and zones) haveeecedence levelssigned to them.

This precedence level, which can be between 0 (none) and 5
(the highest), defines who or what can control the resource.
The who or what can be a Cardholder, an Access Group, an
event-action, or an alarm panel. In order for one of these items
to be able to control a resource, it must have a precedence level
greater than or equal to the precedence level of the resource.

If you want to use the PassPoint precedence feature, select a
precedence value for each item in this list provided.
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Chapter

Access Groups

This chapter explains PassPoint Access Groups, a way of
grouping Cardholders who share common system privileges. In
this chapter you will learn how to:

* Create Access Groups

» Assign time schedules to Access Groups

* Assign Access Points to Access Groups

* Enable and disable Access Groups

» Setting Entry/Exit control for Access Groups

Access Groups 5-1
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What Are Access Groups?

An Access Group is a collection of Cardholders who share
common access privileges. In its simplest sense, an Access
Group defines which Access Points may be used by a
Cardholder and when they may be used. When you create an
Access Group, you define all the parameters that control how it
functions. Then, when you assign a Cardholder to the Access
Group you've created, the privileges of that Cardholder to use
Access Points will be governed by the Access Group.

Access group When you create an Access Group, there are three different

parameters areas of the Access Group that you must configure in order for
it to function properly. All three configuration areas are
covered in this chapter. They are:

« Attributes

Here you define such things as the Access Group’s name
and what threat level it is valid under. You can also
associate an action with the Access Group, to be performed
whenever a Cardholder belonging to the group identifies
himself/herself to a valid Access Point.

* Schedules

Here you define what time schedules apply to the Access
Group. Time schedules will control when the Access Group
is valid and when it is not.

* Access Points

Here you define what Access Points the Access Group has
control over. Only those Access Points specified here can
be accessed by the group.

5-2 Access Groups
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To begin creating Access Groups, start with the first parameter
area, attributes. See the next section of this chapter for
instructions.

Creating Access Groups does not automatically apply them to
Cardholders. After creating an Access Group, you must apply
it to your Cardholders individually. Each Cardholder can
belong to up to five different Access Groups.

Creatin g Ac cess Group s and setting attributes

The creation of an Access Group starts in the Access Groups
dialog box. To create an Access Group and set its attributes,

follow the procedure below:

1. From the Config menu, selecAccess Groups

Use this dialog box
to create and edit
Access Groups. The
tabs contain various
information about
the Access Group.

The Access Groups dialog box appears:

Access Group 1

it Prev  Mewt  Last  Clear Gave  Concel | [BRP 00 Ace Group 001 & |
‘Altributes | Schedule / &ccess Paint

Name Authority Level Thieat Level

[ace Group 001 [crt x| [Thieat Levein =]
Vista Parttion Amed Auway Flestiction

[ I Patl [~ Pat2 [~ Pat3 [~ Pat4 [~ PatS [~ Pat6 [~ Pat? [ Pait8

(- Action

Ation Desied Spesifier Not Used Mas Thieat Level

[Not Used N E [Thieat Leveln =]
Precedence Change Invoke Action

[Nore =] [acoess Grant =l

Mates

Name for the Access Group - up to 40 character's

When you first call up this screen, tA#ributestag is dis-
played. The elements in this screen define basic parameters
about how the Access Group will function.
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To create an Access Group, all you have to do is fill in the
fields of the tabs, assign a name to the Access Group, then
click Save With PassPoint, you can create up to 128 differ-
ent Access Groups. The list box at the top right of the dia-
log box lists all of your Access Groups. Since you haven't
named or created any groups yet, all of these 128 Access
Groups will simply have a number name, e.g.,

Acc Group 001

2. In the Namefield, enter a name for the Access Group.

You should choose a name that describes the type of people
who will belong to the group. For instance, if this Access
Group will be applied to regular employees, you can name
the group Regular Employees.

3. Choose aMaximum Threat Levelfor the Access Group.

The maximum threat level indicates the threat level at
which the Access Group will be valid (i.e., be allowed to
function). If the system’s threat level goes beyond the set-
ting for the Access Group, the Access Group will become
invalid. The default value for this field is 0, meaning nor-
mal.

4. Inthe area labeledvVista Partition Armed Away Restric-
tion, select the Vista partitions that must NOT be armed
away before access is granted.

This is an optional step, and can only be set for PassPoint
systems connected to an Ademco Vista series control panel.

Select the checkbox for each control panel partition that
must NOT be armed away in order for a member of the
Access Group to be granted access to it. For instance, if you
select the checkbox for partition number 1, a member of this
Access Group will not be able to access this partition if the
partition is armed away.
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5. Inthe area labeledAction, select an action and the
details of what should occur. (Optional)

Each Access Group can be assigned an action that will take
place whenever a Cardholder assigned to the group enters or
exits a valid Access Point. There are five fields that need to
be completed in order for this optiorfahture to function:

TheActionDesiredis the function you want to occur when
a Cardholder enters or exits an Access Point. Select the
action from the predefined list.

TheSpecifiens the system item acted upon. For instance, if
you've chosen “Relay On” as your action, the specifier
would be the relay number. In this case, you would enter
the number of the applicable relay in this field.

TheMaximum Threat Levehdicates the threat level at

which the action will be allowed to take place. If the system
threat level goes beyond the setting for the action, the action
will not be allowed to occur. The default value for this field
is 0, meaning normal.

ThePrecedence Level Changalicates how the prece-

dence level of the Specifier will be affected when the action
takes place. You can choose “None,” “Clear the precedence
level to 0,” or “Update” to have the specifier take on the
precedence level of the Access Group.

Lastly, in the area labelddvoke Action Uponselect when
the action should occur. For instance, you can have the
action occur whenever a member of the Access Group is
granted access, when they are granted egress, etc.

6. To save the Access Group, clicRave

Clicking Savesaves the information you've just entered.
From here you can go on to create other Access Groups, but
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you still need to assign schedules and Access Points to the
Access Group you have just created. This is covered in the
following section.

Assig ning schedules to an Access Group

Assigning time schedules to an Access Group allows you to
control the times that an Access Group is valid. When a time
schedule is valid, so are any Access Groups that have that time
schedule assigned as a parameter. If a time schedule is not
valid, neither is the Access Group.

cannot function without valid time schedules to tell them when
to operate. Refer to Chapter 6 of this guide for instructions on
creating system time schedules.

You must have already created time schedules for your system
iif before you can assign them to Access Groups. Access groups

To assign time schedules to Access Groups, follow the
procedure below:

1. Inthe Access Groups dialog box, click th&chedule/
Access Pointab.

From theEdit Access Groumenu, seledDefine the Sched-
ules During Which an Access Group may Pass

This tab displays all of your time schedules and Access
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Points:

Last  Cear  Sae  Lacel  |IGRP O01)Feqular Employees =l

Fist  Pev  He

it
Atributes | Schedule 7 Access Point

Schedules Access Points

[ESCHEDLLE 07 B F=p sccess Point #1: Front Door
[JSCHEDLILE 02 t=p iocess Point #2: Rear Doon
[Sched 03
[)Sched 04

[Sched 05 —
Sched 06
[Sched 07
[)Sched 08
[15ched 09
Sched 10
[JSched 11
[CSched 12
[Sched 13
Sched 14
[JSched 15
[CSched 16
M8 chad 17

Clear &Ml §chedules Select Al Schedules |

Schedule list - Checked Schedules are enabled for this Access Group ? Help

2. Select the schedules you want applied to the Access
Group.

To select a schedule, simply click on its checkbox. You can
apply all the time schedules to the Access Group by clicking
the Select All Scheduldsutton.

3. Click Saveto save your changes.

Removing a You can remove a time schedule from an Access Group at any
sched ule from a time simply by clicking on its checkbox again. Any checkbox
group that is not checked is not applied to the Access Group. If you

want to remove all the time schedules from the Access Group,
click theClear All Schedulebutton.
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Assig ning Acces s Points to an Access Grou p

Each Access Group defines one or more Access Points that may
be used by the members of the group. Access groups also
determine the direction through which the group members may
pass through an Access Point (entry, exit, or both).

It is up to you to apply Access Points to each Access Group you
create.

To apply Access Points to a group, follow the procedure below:

1. If necessary, click on theschedule/Access Poinab in
the Access Groups dialog box.

All of your system’s Access Points are listed on the right-
hand side of the dialog box:

Access Group 1

it Prev  Mew  Last  Clear  Geve  Concdl | [GRP 001 Regula Employess =l

Altributes | Schedule / Access Point

Schedules Access Points

IS CHEDLULE 07 ia t= access Poirt #1: Front Doar
[CJSCHEDULE 02 f=br dccess Paint #2 Rear Door
[5ched 03

[]Sched 04

[Sched 05 —
[CSched 06
[Sched 07
Sched 08
[Sched 03
CSched 10
[5ched 11
JSched 12
[JSched 13
CSched 14
[Sched 15
[JSched 16
M2 chad 17

[l

Clear All Schedules Select All Schedules |

Schedule list - Checked Schedules are enabled for this Access Group 2 Hel
lose: 7 elp

2. Click on the Access Point you want to add to the group,
and select how you want it to function.

By clicking multiple times on an Access Point, you can
choose how you want it to function for the applicable
Access Group. In the example above, both Access Points
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are entry points. That is, this Access Group will be allowed
to enter these Access Points. This is denoted by the green
entry arrow. Depending how the Access Point is config-
ured, you can choose from the following four options:

my Entry

4m  Exit
#» Both Entry and Exit

. Neither Entry nor Exit. In this case, the Access
Point will be completely inaccessible to the
Access Group.

All four entry/exit options will only be available on Access
Points that are both entry and exit. For instance, if your
Access Points are all entry points without exit readers, you
will not be able to choose the “Exit” or “Both” options.

You will only be able to select “Entry” or “Neither.”

3. Click Save

Clicking Savesaves your changes. If you close the Access
Groups dialog box now, the system will prompt you to save
your changes to the database. If you are happy with the
Access Groups you've created, you should download them
now so that the database will be aware of them.

Disablin g and Enablin g Access Group s

There may be times when you will want to temporarily revoke
the access privileges of certain Access Groups. These may be
emergency situations, times when the building is closed for
maintenance, etc.
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To disable/enable Access Groups, follow the procedure below:

1. Inthe main PassPoint window, right-click on the Access
Group you want to enable/disable.

2. SelectEnableor Disablefrom the menu.

The Access Group you selected will be enabled or disabled.
A message will appear in the event list explaining which
Access Point has been disabled and by whom.

A Disabling Access Groups can disable an occupant’s ability to
exit the building (if exit readers are used). Always make sure
that occupants have a valid and usable path of egress from the
premises.

Entry/Exit Cont rol

Entry/Exit control is a means of controlling and monitoring the
flow of Cardholders through a building. It's used in
conjunction with Access Groups to either allow or deny group
members to specific areas.

How does The readers on either side of a two-reader Access Point can
Entry /Exit Contr ol control access to two different areas in a facility. As
work? Cardholders move through the facility, the area they are moving

into is recorded in the Cardholder record. If the card is
presented in an unexpected area, the condition is treated as an
“Entry/Exit” violation and access can be granted or denied
depending on the way the function is programmed. Cardholder
events which violate Entry/Exit rules will always indicate that
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the exception has occurred and whether or not access was
granted.

An access partitionis a group of related readers at Access
Points controlling access to the same area. To create access
partitions, Access Point readers are assigned to areas when the
Access Point is configured. Each Access Point controls access
to two areas if it is assigned to two access partitions. One of the
associated access partitions is the area into which the
Cardholder enters when she/he traverses through the Access
Point via the side_A reader. The other access patrtition is the one
into which the Cardholder enters when she/he traverses through
the Access Point via the Access Point’s side_B reader.

For Entry/Exit to function correctly, the installer must assure
that any Access Point which controls traffic between two
different areas must be able to identify the each user via a card
reader or keypad. If a simple Request To Exit device is used,
the system will not be able to recognize the Cardholders and the
entry/exit function will fail.

Similarly, if Entry/Exit rules are in effect, it is not safe to
schedule Entry/Exit Access Points to bypass or unlock since
this would lead to Entry/Exit violations for any Cardholder
which uses that Access Point.

There are three When configuring Entry/Exit control for your Access Groups,
Entry /Exit control there are three settings you can choose from:
settings

* None

Entry/Exit control is an optional ACS feature and does not
have to be used. If you select None (the default setting), no
Entry/Exit validation will be performed.
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Soft

When this setting is applied to an Access Group, validation
of the Entry/Exit rules is performed. If an Entry/Exit
violation is detected, a Soft Entry/Exit Violation Alert will

be logged and, if the Cardholder would otherwise not be
granted, she/he is granted access.

Hard

When this setting is applied to an Access Group, validation
of the Entry/Exit rules is performed. If an Entry/Exit
violation is detected, a Hard Entry/Exit Violation Alert will
be logged and the Cardholder is denied access.

When a Cardholder is a member of an Access Group which
must abide by Entry/EXxit rules attempts to pass through an
Access Point, the Cardholder’s current area is compared to that
of the reader they are using before granting access or egress. If
the Cardholder is found to be in the wrong area, an Entry/Exit
violation occurs. If the Entry/Exit rule is “hard,” the Cardholder

is denied access. If the Entry/Exit rule is “soft,” the Cardholder
is granted access (subject to the other normal rules) and, in
either case, the event which is logged indicates that the
violation has occurred.

Configuring Entry/Exi t con trol

1.

In the main PassPoint window, right-click on the appli-
cable Access Group.

SelectAdvancedfrom the menu.
The Advanced options dialog box appears.

In the Control section of the dialog box, select the level of
Entry/Exit control you want.
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4. Click Send
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Chapter

Time Scheduling

Your PassPoint system has a number of schedule and event
related functions for controlling the flow of people through the
premises. In this chapter you will learn:

* How to create Day Templates for each day of the week

* How to create time schedules

* How to create event-action relationships to link system
functions with particular system events

* How to re-synchronize schedules

Time Scheduling 6-1

Technical Manuals Online! - http://www.tech-man.com



PASSSOINT

What Is PassPoint Schedulin g?

There are a number of functions that your PassPoint system can
perform according to certain time parameters. These time
parameters are known as schedules. PassPoint has several
different types of schedules, but all of them either govern the
ability of people to access the premises or cause an event to
happen at a particular time.

For example, Holidays, one feature of PassPoint scheduling,
allow you to regulate the access to your premises according
to special days when the building might be closed (e.qg.
Christmas, Independence Day, etc.).

Essentially, there are two main steps involved in setting up
PassPoint schedules. First, you must create Day Templates.
Day templates are used to specify the time of day that an action
can occur. You can create up to 22 different Day Templates.

Once you've created your Day Templates, you can create your
time schedules. You have to create your Day Templates first
because Day Templates are applied to schedules. Without Day
Templates, a schedule wouldn’t know when to function. Day
templates dictate when the schedule is “active.” You will be
reading more about this later in this chapter. For now, you only
need to know that you create Day Templates first, and then
apply them to time schedules.
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Technical Manuals Online! - http://www.tech-man.com



PassPoint Express User Guide

To better understand the hierarchy of schedules, refer to the
diagram below:

TIME
SCHEDULE

DAY TEMPLATES

Day Templates are assigned
to Schedules. PassPoint supports
a maximum of 22 Day Templates.

TIME WINDOWS
Time Windows are assigned to
Day Templates. Each Day Template
can have up to 8 Time Windows

Time Scheduling 6-3
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Setthe MLB Time

The Main Logic Board of the PassPoint system must be set to
the correct time in order for the system to operate properly. If
your system time is not set or is set incorrectly, the system will
not unlock doors at the correct times, keep proper track of
database events, etc.

To set the MLB time:

1. From the Control menu, selecSet MLB Time

The system will automatically set the MLB'’s time accord-
ing to the time set on the system’s PC. In order for the MLB
time to be set correctly, the correct time must be set on the
system PC.

Day Templates

The PassPoint system allows you to def@ay Templates

Day templates are used to specify the time of day that an action
can occur. They contain time windows (see below) that define
start and stop times for actions. Then, when these Day
Templates are applied time schedulegvhich are discussed

later in this chapter), the actions specified in the schedule will
occur according to the times defined in the Day Template.

6-4 Time Scheduling
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For example, you can create a Day Template that allows
actions to occur only between 10:00 a.m. and 11:00 a.m
You can then apply this Day Template to the “Monday” spot
in a time schedule. When that schedule is run, the action
specified in that schedule (e.g., unlatching a relay) will on
occur between 10:00 a.m. and 11:00 a.m. on Mondays.

y

Your system supports up to 22 Day Templates. Two of the Day
Templates are predefined. Day template number 1 (01) is
preset as “Never.” When applied to a schedule, it means that
the action specified in the schedule will newecur on that day.
Day template number 2 (02) is preset as “Always.” When
applied to a schedule, the action specified will alwaysur on

that day. It is important to note that these two Day Templates
cannot be modified. Although they can be viewed on-screen,
they are predefined and cannot be changed.

Each Day Aside from the two predefined Day Templates, all other Day
Template can Templates can have up to eiginie windows Time windows
have eight time are a way of dividing up the day.

windows

Each time window indicates a period of time during which a
schedule that uses the template will be valid. Unlike the
“Never” and “Always” templates, the templates you create can
vary the times that the action takes place.
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For instance, look at the sample Day Template shown below:

This Day Template

uses two of the
eight available
time wir]dows.

Edit Day Template # 3

st Eew e et Clear Save  Camcel [ITEMPL O3 Templ 03 =

Name Tndou 8 1 Time Window # §

Templ 03 P [0 2 Te 120@*’]‘- o0 =4 e foc:oo [ =4 ‘
ime Window # 2 / | Time Window #

[l‘ m o000 |2 Fe foo.oo |5 ‘

Time Window # 7

Time Window # 3

W mr mr |- mE mE

Time Window 8 &
r'm o000 (26 fooco 2] ’Vr m o002 e foo:co |24

0000 06:00 12:00 1800 2358

#2 -

X Coee | 2 Hep

As you can see, this Day Template (Day Template 03) uses two
of the available time windows (1 and 2). If this Day Template

is applied to the Monday spot of a schedule, the action specified
in the schedule will occur at 10:00 and end at 12:00 on Monday.
The action will occur again at 3:00 p.m. and end at 4:00 p.m.
All other times during Monday nothing will occur for the
schedule, because there are no other time windows specified in
the Day Template.

The time that each time window is active is shown graphically
at the bottom of the dialog box. Each “bar” appearing in this
area represents a different time window. The bars are color-
specific for each time window to allow you to quickly view
what time windows are active and when they are active.
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Creatin g Day Templates

When creating Day Templates, there are several things to keep
in mind:

» All time windows must start during the same day.

» Time windows cannot overlap.

* No time window can begin or end at exactly
midnight (24:00).

» Ifatime window ends after midnight, no additional time
windows can be added to the Day Template.

This is true even if there are fewer than the maximum
number (eight) of time windows entered for the Day
Template.

Although no time windows can start or end at midnight, you can
create a time window that spans midnight. For instance, a time
window that begins at 23:59 and ends at 23:58 is valid. It will
start at 11:59 p.m. on the assigned day and end at 11:58 p.m. the
following day.

To create a Day Template, follow the procedure below:

1. From the Config menu, selecDay Templates

Time Scheduling 6-7
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The Day Template dialog box appears:

Day Template i 3

Fist  Prev  Mewl  Last  Clear  Se=  Lapel |[TEMPLOZ) Templ03 =]

Time Window # 5
’V oo:00 = Te [oo.00 =

Time Windaw #
’]-l = S G S

Time Window # 3 Time Window # T

o0 =4 e oy o [ =4 ’Vr- KB = O =

e
1= I_:I |-t |

00:00 06:00 1200 18:00 2359

Name Time Windaw # 1
’V o:00 2o foooo |24
Time Windous 1 2

[r-lﬁf -

7w

Here you will name the Day Template you are creating and
assign time windows to it. By default, the system will
always display Day Template #3 first. Remember, Day
Templates 1 and 2 are predefined by the system and cannot
be edited.

2. Inthe field labeledName enter a name for the Day
Template.

Type the name for the Day Template directly into the field.
You do not choose Day Template names from the name
pool.

Choose a name that is representative of the function the Day
Template will be performing. For instance, if you are going
to be using the Day Template to control a relay for turning
on lights, you might name the Day Template “Office

Lights.”

If you want to make sure you remember what the Day Tem-
plate’s function is, enter a description of the Day Template
in theNotesfield.
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3. Enter the start and stop times for the time windows.

Again, this information is entered directly into the applica-
ble fields. First click in the applicable time window check-
box. Remember to use military format time. As you enter
times in the time windows, graph bars will appear at the bot-
tom of the screen representing the times you’ve chosen for
each time window.

4. Click Save

Once you have created the template, cBeketo save the
record. The name you have entered for the template will be
associated with that template number in the list box at the
top of the dialog box.

5. Click Nextto create another Day Template, oCloseto
close the dialog box.

Use the buttons at the top of the screen to navigate through
the dialog box. If you want to create/modify the next Day
Template, cliciNext Or, if you want to go to a specific

Day Template, choose the applicable Day Template from
the list box. Always clickSaveto save your changes for
each Day Template. Clickinglosecloses the dialog box.

Holida ys

In addition to setting up your day templates, you need to set up
your system holidays before you start creating time schedules.
Holidays are days of the work week when the “normal” work
schedule does not apply to your premises.

Time Scheduling 6-9
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Each holiday is
assigned a
calendar date and
day template

For example, Thanksgiving might be a holiday for your
premises. Even though Thanksgiving is always on a
Thursday, you would not want the normal work schedule
to apply to that day of the year if your business is closgd.
In other words, you don’t want to allow people access to
the premises on Thanksgiving.

PassPoint allows you to assign 32 holidays. Each holiday is
assigned a calendar date and a day template. The calendar date
is the actual day that the holiday occurs (December 25 for
Christmas, for instance). The day template defines the time
windows under which the system will function.

When a holiday is reached, say December 25, the day template
you have assigned to the holiday will be substituted for the day
template indicated in the system’s schedules.

For example, let's assume you have assigned December
25 as a holiday. Let’s also assume you have assigned this
holiday day template number 5. If December 25 falls|on

a Wednesday, day template number 5 will be used on that
day, instead of the day template normally assigned tg
Wednesday.

There is an exception to the rule above, in that you can also
choose day templates for holidays within schedules. If you do
this, the day template you choose for the schedule will override
the day template chosen for the holiday for that schedule.
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Assig ning holidays
To assign you system holidays, follow the procedure below:

1. From the Config Menu, selectHolidays

The Holidays dialog box appears:

Holiday Settings

8 [ Date [ Templte Ja| Hojday tm
00/00
Manth
02 00/00 Never =
03 00/00 Mever |< Not Used > =]
04 00400 Mewver
05 00/00 Mever Date
08 00400 Mewver |< Mot Uszed » vl
07 00400 Mewver
08 00400 Mewver Day Template
03 00400 Mewver
10 00/00 Newver [Never =
11 00400 Mewver
12 00/ Never Clear | Revert |
13 00400 Mewver
14 00400 Mewver
15 00400 Mewver
16 00400 Mewver
17 00400 Mewver T
| IC
Current Holiday settings ,—I
\/ QK x Eancell ? Help |

Here you assign the dates and day templates for your holi-
days. You can assign up to 32 holidays.

By default, the system assigns day template 1 to each holi-
day. Remember, day template 1 is the “Never” template.
When this day template is applied to a schedule, the action
specified in the schedule will never occur on that day. In
the case of a holiday, this might mean that the Access Points
never unlock, which might be what you want in the case of a
holiday.

2. Enter the Month and Datefor the applicable holiday.

Enter the month followed by the day of the month. For
instance, for Independence Day, you would choose “July”
in theMonthfield, and “04” in theDate field.
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3. Enter the Day Templatefor the holiday.

If you want to use a day template other than the default
selection, select the applicable day template number in the
field provided.

4. Repeat steps 2 and 3 for each holiday.
Again, you can enter as many as 32 holidays.
5. Click OK when done.

The Clear and In addition to the data fields, the dialog box also contains two

Revert buttons buttons,Clear andRevert Clicking Clear clears the schedule
you are editing, returning it to its default state (the Never
template). ClickindRevertclears the most recent changes in the
data fields, reverting them back to the previous data for the
holiday.

Time Schedules

Once you have created Day Templates, you can start creating
time schedules.

PassPoint performs actions according to weekly schedules. The
system supports up to 64 weekly schedules, all of which you
can configure to perform certain actions at certain times. By
applying the Day Templates you've created to schedules, you
can manage the days and times that Access Points are locked,
triggers are energized, burglary zones are bypassed, etc.
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For example, if you wanted PassPoint to automatically ener-
gize an uncommitted relay to turn on parking lot lights at

6:00 PM every day of the week, then turn the lights off again
at 5:00 AM the next morning, you could create a schedule to
do this. The schedule would tell the system what action fo
perform (energizing and de-energizing the relay). The Dpy
Template applied to each day of the schedule would dictate
the times the relay was energized and de-energized. (Keep in
mind that the relay’s ratings are 5A @ 28V max.)

When are Any schedule can be valid at any given time, provided that the

schedules active?  times dictated by the schedule’s Day Templates have activated
the schedule. In other words, whenever the times in a
schedule’s Day Templates are reached, the schedule becomes
active. Conceivably (although highly unlikely), all 64
schedules can be active at the same time. When a Day
Template contains a time window which passes through
midnight, that window must finish before any time window can
begin on the next day.

For example, a Day Template for Monday may contain a
time window that spans from 11:30PM to 2:00AM. If the
Day Template assigned to Tuesday contains a time window
that begins before Monday's template ends (for instance| a
window may begin at 1:30AM on Tuesday's Day Template),
it is ignored until Monday's time window finishes. So, if
Tuesday's Day Template contained a time window that spans
from 1:30AM to 6:00AM, Tuesday's Day Template will ngt
come into effect until 2:01AM on Tuesday morning.

Schedul es control Each schedule is used to control two specific actions. Those

actions actions will function according to the Day Templates assigned
to the schedule. You choose the actions that are performed by
the schedule from a list of available system functions.
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The action for
the schedule is
selected in thi
area.

For instance, look at the sample schedule shown below:

Edit Schedule # 1

G Pev  Mew Lest Cler Save  Cancel |ISCHED 01]Bypsss Rear Door = Here are the
First Sehedule s | Day Templates l Action
days that the
Action Desited Speoilier = AccPt #  Honday : :
[Bynass Acess Point ElB action will
¥ Tuesday
Man Threat Level Precedence Change QcCcur.
[Thieat LevelD | [Nore =l R
¥ Thusday
( Close Actian B Fiday
Action Desired Specifier = AccPt #
[Frotect Avoess Fint = I Satuday
Max Threat Level Precedence Change ™ Sunday
[Thueat Level 0 | [Nore | ™ Holiday
o to the First schedule record
K Cose | 2 Hep

This schedule, named “Bypass Rear Door,” could be used to
unlock the rear door of a building at the specific times denoted
by the Day Template assigned to it. The Day Template, which
appears in a separate tab, tells the schedule when to unlock the
door.

The action for the schedule is selected on the left side of the
dialog box. In this case the action reads “Bypass Access Point.”
The Access Point number to be bypassed is also specified.
There are also fields that tell the system what to do when the
end of the time window has been reached. In this case, the
system will protect the Access Point at the end of the time
windows.
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Creatin g Sch edules

All PassPoint scheduling features are set in the Schedule dialog
box, shown in the example above and again below:

Select the schedule to

create/modify here.
Fist  Frew  Mewt  Last  Cear  Geye  Coce\|ISCHED D]SCHEDULE 01
Use the Schedule |: Attibutes ] Day Templates
dialog box for all | == e
SChedu“ng related ™ Use Start Date ™ Use End Date
fea_tu res. Start Date End Date
| EXLES J<nane>
Date the schedule caases to be in effect (Leap Year not checked) Sl o =
oz | 7 Hep

To reach this menu, selegthedulesrom theConfig menu.

At the top of the dialog box is a list box listing all of your
system schedules. PassPoint can use up to 64 different
schedules. As you change schedules in the list borahes
field changes to display the name of the schedule you are
creating/modifying.

The dialog box contains three tabs, each of which allows you to
set different parameters for the schedule. These tabs are:

+ Attributes

» Day Templates
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* Action
You have to set information in each of these tabs when creating
a time schedule. Start with the first taéltributes

Settin g Schedu le attrib utes

TheAttributestab lists the name of the schedule, which you can
change, the start and end date for the schedule, plus any
pertinent notes you want to enter that describe the schedule.

To set the Schedule’s attributes:
1. In the field labeledName enter a name for the schedule

you are creating.

Choose a name that describes the action you want the
schedule to perform.

2. Enter aStartand End date in the fields provided.

These dates define how long the schedule will be used.
Some schedules you will want to use constantly. Others
may be used to perform tasks that you only need done for a
short time.

3. Enter any applicable notes in thé\otesfield.

Use this field to enter a description of the time schedule or
any other information you think will be helpful.

4. Click the Day Templategab.

Once you have set all the attributes for the schedule, you
can now assign it Day Templates.

6-16 Time Scheduling

Technical Manuals Online! - http://www.tech-man.com



PassPoint Express User Guide

Assigning Day Templates

Select the
applicable Day
Template for each
day of the week.

TheDay Templatesab allows you to choose the Day Tem-
plates for the schedule:

I Edit Schedule # 1 I

Eid  Pey Mew Lest Cear Save  Cancel |ISCHED 0] Bypass Rear Door =

Attibutes | Day Templates | Action

Fonday Tuesday Wednesday
Day Template ' I ' o ' !

TUE [ResiDoorBypass ] (|
WED [FearDooiBypass 7] [
THU [Rear Door Bypass 7]
PRI [FeaiDoot Bypase ]
saffNewer ]
suMNewer ]

HOL |Mever B

O I I I R L R

Holiday

[ Bl

Schedule Day Template Seltings
X Coe | 7 Hep

To assign Day Templates to the schedule, simply select the
applicable Day Template for each day of the week using the
list boxes provided. In the example above, the same Day
Template has been used for Monday through Friday. The
bars on the right side of the screen indicate when the Day
Templates are active for the schedule.

You can only enter one Day Template for each day. How-
ever, you can enter multiple Day Templates for each sched-
ule. Thatis, Monday can be assigned Day Template 3;
Tuesday, Day Template 6; etc.

By default, each day of the schedule is assigned Day Tem-
plate 1, the “Never” template.
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Right-cli ck menu Right-clicking in the Day Template field brings up a sub-menu:
I:‘ MOM: Wk Day
1: 08:00 - 17:00 :l

This sub-menu has two parts. The first allows you to quickly go
to and edit the Day Template assigned to the day you are
currently in. For instance, in the example above, the right
mouse button was clicked when the mouse pointer was in the
Monday field. Here you can see that the Day Template for
Monday is “Workday.” If you want to now edit the Workday
Day Template, you can select it from the menu.

The bottom half of the menu simply shows the hours of the day
that the Day Template is assigned to Monday.

Assigning actions to Schedules

Actions are the events that occur when the time schedule is
active. Remember that a schedule is active whenever one or
more of its Day Templates is active. Therefore, when the
schedule is active, the action specified occurs. When the
schedule becomes inactive, the action ceases (or more
specifically, the “closing action” occurs).
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Actions are set in thActionstab:

I Edit Schedule # 1 I

Ei  Piev Me# Lot Cear Save  Cancel |ISCHED 01]Bypass Rear Door =
Attributes | Dap Templates | Action
Choose the
. . Open Action [ Action Enable Se|eCt the d a S
Openlng and Action Desired Specitier Hot Lsed I Monday y
: : [t Used | B when the action
I Tussday
closing actlons—l - should oceur
[Thvest Level 0 =l [Nore =l .
for the schedule [
i ~Close Action EaE
n these areas. Action Desired Specitier Mot Used It
[iet Used = (] Stz
Mar Theat Level Frecedence Change I Sunday
[Thieat LevelD = [None =l I Holiday
X Cosz | 7 Hep

To assign actions to a schedule, follow the procedure below:

1. Inthe section labeledOpen Action choose an action, a
specifier, the maximum threat level, and a precedence
level change.

TheActionis the function you want to occur when the start
time for the window is reached. Make your selection from
the predefined list. The action may be to turn on a relay,
bypass an Access Point, etc.

TheSpecifiens the system item acted upon. For instance, if
you've chosen “Relay On” as your action, the specifier
would be the relay number. If you've chosen “Bypass
Access Point,” the Access Point number would be the spec-
ifier.

TheMaximum Threat Levehdicates the threat level at

which the action will be allowed to take place. If the threat
level goes beyond the setting for the schedule, the action
will not be allowed to occur. The default value for this field
is 0, meaning normal.
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ThePrecedence Level Changalicates how the prece-

dence level of the Specifier will be affected when the action
takes place. You can choose “None,” “Clear the precedence
level to 0,” or “Update” to have the Specifier take on the
precedence level of the schedule.

2. In the section labeledClose Action enter an action, a
specifier, the maximum threat level, and a precedence
level change.

This is the function you want the schedule to perform when
the end time of the time window is reached. Typically, this
would be the reverse of the first action. For instance, turn-
ing off the relay you previously turned on. You can, how-
ever, choose a completely different action, such as turning
on or off a trigger. The action you select here will depend
on your system layout and needs.

3. Choose the days of the week for the action(s) to occur.

Select the days with the checkboxes provided. The actions
will only occur on these specified days.

4. Click Save

The schedule you have created will be saved and will begin
functioning as soon as appointed action times are reached.

Resynchron izing Schedules

At times, when system schedules have been accessed a great
deal and modifications have been made, it is possible that you
may lose track of what schedules are currently valid and
invalid, and which have executed their opening actions. When
this is the case, you might want to “resynchronize” your system
schedules.
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Resynchronizing does three things:

» It brings all precedence levels for your system schedules
downto O

* It recalculates your time schedules so that only those
that should be valid are valid at the time the
resynchronization is performed.

* For any valid time schedules, the opening action is
performed.

The opening action is the action you specified for the
schedule to perform whenever the schedule first becomes
valid.

To resynchronize your system'’s time schedules, follow the
procedure below:

1. From the Statusmenu, selecRe-Sync Schedules

The system will automatically resynchronize all of the time
schedules and execute the opening actions for each one.
The event list at the bottom of the screen will indicate that
the system precedences have been cleared and that the
schedules have been synchronized.
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Chapter

Event-Action Relationships

Event-action relationships allow system functions to be linked
with a system event. Upon the occurrence of the system event,
the action is performed.

In this chapter you will learn how to:

* Use event-action relationships to control your system

» Create event-action relationships
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What Are Eve nt-Action Relationships?

Event-action relationships allow system functions to be linked
with a system event. Upon the occurrence of the system event,
the action is performed.

You can create 32 separate event-action relationships for your
system. For each one, you must specify a system event (with a
specifier) and a system function (with a specifier). The event
defines the trigger for the action. The action defines what
actually occurs when the event takes place. Specifiers are used
to further define the actions and events.

For example, you can create an event-action relationship to
lock an Access Point (action) upon the arming of a partition
(event). In this case the specifiers would be the number af the
Access Point to lock and the number of the partition being
armed.

For each event-action relationship, the user can specify time
schedule qualifying information. This means that you can have
the event-action relationship occur only if a certain time
schedule is valid (i.e., currently being used), or only if the time
schedule is not valid.

Before attempting to create event-action relationships for your
system, you should have already created system time schedules.
Otherwise you will not be able to specify which time schedules

are valid for your event-action relationships.
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Creatin g eve nt-actio n relation ship s

To create event-action relationships for your system, follow the
procedure below:

1. From the Config menu, selecEvent/Actions

The Event-Action dialog box appears:

Eist  Pev  New  Last Ol Sove  LCovcel  [Rienienan

~ Trigger
Trigger Action Specier Not Used

Not Used = o
[ Action to be Performed
Action Desired Specifier Not Used Ma Thieal Level
[Hot Used =l Thieat Level 0 =l
Precedence Change
Nore -

I Schedule Qualiication
Schedule

[elways Active w| € Valid @ NotValid

Notes

7 v

It is here that you create and view your system’s event-
action relationships. You can create 32 in all, but when you
first bring up this screen it will be blank, as shown above,
and will start with event-action relationship #1.

2. Inthe section labeledrrigger, select an event and speci-
fier in the fields provided.

TheTrigger Actionis the system event that must occur for
the action (which you will be entering next) to take place.
Make your selection from the predefined list. The event
may be the arming of a partition, the faulting of a zone, etc.

The Specifieris the system item upon which the event
(above) occurred. For instance, if you've chosen “Upon
Arming” as your event, the specifier would be the partition
number being armed.
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3. Inthe section labeledAction to be Performedenter an
action, specifier, maximum threat level, and precedence
level change.

TheAction Desireds the action you want to take place

upon the specified event. Make your selection from the pre-
defined list. The action may be to execute a script, turn on a
relay, etc.

The Specifieris the system item to be acted upon. If the
action is to turn on a relay, the specifier would be the relay
number.

TheMaximum Threat Levehdicates the threat level at
which the action will be allowed to take place. If the threat
level goes beyond the setting for the schedule, the action
will not be allowed to occur. The default value for this field
is 0, meaning normal.

4. In the section labeledschedule Qualification enter
schedule information for the event-action relationship.
(Optional)

For each relationship you create, you can associate a time
schedule with it. In the fields provided, select the applica-
ble time schedule and whether it is valid or not. The event-
action relationship will occur according to the information
you enter.

For instance, if you select time schedule 002 and “Valid,”
the event-action will only occur when schedule 002 is being
used. If you select “Not Valid,” the event-action will only
occur when schedule 002 is not being used.

5. Click Saveto save the event-action relationship.
To create another event-action relationship, clicklext

Nextbrings you to the next event-action relationship.
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Repeat the steps above to create as many event-action rela-
tionships as you want. To return to a previous event-action
relationship, clickPrevious

7. Click Savewhen done.
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Chapter

Precedence Levels

Precedence levels define when a system resource can be
controlled, either by a user or another system component such
as a time schedule.

In this chapter you will learn:

» How PassPoint precedence levels function
* How system resources are affected by precedence levels

* How precedence levels work with event-action
relationships and time schedules
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What is Prece dence?

Simply put, precedence levels determine whether or not a
manual operation should take “precedence” over any other
previously initiated action.

For example, if an operator permanently bypasses a doar in
the evening so that the cleaning staff can enter, should the
PassPoint schedules resume control over that door at the
next schedule change or not? Should an event-action involv-
ing this door be blocked or not?

%)

These are very different questions than those addressed by user
levels. User levels determine whether or not members of those
levels (such as Operators) evawe the right to exercise

specific types of control.

Precedence Precedence works differently. Precedence depends on the
depends o n control events preceding the current one. Inthe example above,
previous events the questions can only be answered if you know the precedence

level of the operator who bypassed the door. If the next
schedule has a precedence level greater than or equal to the
operator’s, the schedule will take precedence and control the
door. The same is true of the event-action relationship.
Otherwise, if the schedule and event-action relationship have
precedence levels lower than the operator’s, neither will be able
to control the door.

What resour ces There are five different system resources that are affected by
are affected by precedence levels. They are:

precedence

levels? * Access points

« Uncommitted readers
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* Relays
» Triggers
e Zone inputs

Each individual system resource starts out with a precedence
level of 0. This means that any user can “touch” the resource.
Touching a resource simply means being able to control it. If a
user cannot touch a resource, it means that he/she does not have
the authority to control the resource. Once a resource is

touched, it takes on the precedence level of the user that
controlled it

For example, if an Access Point is touched by an operator
with a precedence level of 3, the Access Point will then have
a precedence level of 3. At this point, only users with a pre-
cedence level of 3 or greater will be able to control the
Access Point.

Resource s are The user who affects the precedence level of a resource is
cont rolled by known as arnitiator. An Initiator can be more than just a user,
“Initiators” however. An Initiator can also be a schedule, a CardHolder, an

Access Group, or an event-action. Each of these initiators is
given its own precedence level. Whenever the Initiator touches
a resource, that resource takes on the precedence level of the
Initiator.

For example, let's assume you have set your time schedules
to have a precedence level of 4. If any time schedule
bypasses the back door of your premises, that Access Ppint
will be given a precedence level of 4. Therefore, only an
operator with a precedence level of 4 or greater will be aple
to return the back door to Protect mode.
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In order to keep track of the preceding control events, the MLB
contains a table of control precedences. It allows you to set the
precedence level for all of the Precedence Initiators.

By default, the precedence levels for PassPoint users and
components look like this:

Initiator Class Precedence
CardHolders 5
Access Groups 5
Event-Actions 5
Schedules 5
Alarm Panel 5

Unless you changed these default settings, all of your Initiators
will have a precedence level of 5. 5 is the highest precedence
setting, and it means that any Initiator can touch any resource.
Even if a resource has been touched and has taken on a
precedence level of 5, any Initiator can control it, since all will
have a precedence level equal to or greater than that of the
resource (5, in this case).

If you do not plan on using the PassPoint precedence feature,
you can simply retain the default value of 5 for all of your
Initiators. This way, all Initiators will be able to control all
resources, regardless of the resources’ precedence level.
Eventually, after all resources have been touched, all resources
will have a precedence level of 5.
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Using preced ence

Some resources (most notably Access Points) are involved in a
wide variety of control actions. The precedence strategies
apply to all of the control actions which can be performed at a
single resource, but only one precedence value applies to each
resource.

For example: A reader is scheduled to revert to Protect
mode after-hours, but an operator takes control at a higher
level of precedence by bypassing the Access Point before the
schedule comes into effect. The schedule is prevented from

changing the mode.

Resetting resource p recedence levels

The initial precedence value for each controllable resource is 0.
If an Initiator has a precedence level high enough to perform a
function on a resource, the resource then takes on the
precedence value of the Initiator.

However, you can reset the normal precedence level of a
resource after it has been touched by an Initiator.

The two precedence level reset commands are:

e Clear Precedence

This command simply returns the precedence level of the
resource to 0. It does not analyze the system’s schedules to
determine what the current state of the resource should be.

e Resume as scheduled

This command returns the precedence level of the resource
to 0, then analyzes all the system schedules that directly
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affect the resource. After the schedules are analyzed, the
system will determine what state the resource should be in.
For instance, the schedules may indicate that an Access
Point should currently be bypassed.

At power-up and after system resets, the system performs the
equivalent of a “Resume scheduled control” command on all
system resources.

Preceden ce level sce narios

Listed below are several use-case scenarios describing how the
precedence feature functions under different circumstances.
Before reading these scenarios, you should be familiar with
most of the other features of PassPoint, including time
schedules and event-action relationships.

Use-Case Scenario 1 - Normal Scheduling

Let's assume you have set a precedence level of 4 for all of your
system’s time schedules. This would be done in the Edit
System Administration Options screen, described in Chapter 4
and shown below:

~Hooess Option: Precsdsnics Seftings
Card Holders Frech v Schedules for
Pin Fiety Lockout: [Not Used | foocss Giogs | Precs = . .
— Earihcions e this PassPoint
Pin Riety Lockaut Time: Sec — system have
AntPasshack Time: [ Min Al Pael b )
een given a
Pieset Derial CAL: [T 2] g
Derisl Overide: [ preCedence
level of 4.

[~Preset Card Format Selectior

Preset Card Type: [Hagnetic Stipe |

Access Point Parameter

User Mat Timed Bypass: [10 Min

X carcel| 7 Hep
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If an Access Point is under scheduled control from 7:30 until
17:30, the precedence for scheduled control (4, in this case) is
assigned to the Access Point when the schedule is first
activated. The resource remains at precedence level 4 until it is
touched by an Initiator of higher precedence or until it has been
manually returned to O using t#ear Precedenceommand.

Use-Case Scenario 2 - lllegal manual control

An operator with precedence level 3 (or less) tries to take
control of a scheduled resource in error. Assuming your system
time schedules still have a precedence level of 4 (as in the
example above), his attempt to control the resource will fail,
because he does not have a high enough precedence level. In
order to control the resource, he would need a precedence level
of 4 or higher (to match that of the schedule).

Use-Case Scenario 3 - Manual control ove rride s a
schedul e

1) An operator with precedence 5 overrides the schedule (at
precedence 4). The resource remains at precedence 5 and the
schedule ceases to be able to control the resource.

2) If the operator has a precedence of 4, he will be able to
override the schedule but will not be able to take control of it.
The schedule will resume control of the resource at the next
schedule window.

Use-Case Scenario 4 - Event-action ove rride s a
schedul e

1) An event-action with precedence 5 overrides a schedule at
precedence 4. The precedence level of the resource is raised to
5, and the schedule loses control over the resource.
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2) An event-action with precedence 5 overrides a schedule at
precedence 4. The precedence of the resource is then cleared
using theClear Precedenceommand, returning the precedence
of the resource to 0. The first Initiator to touch the resource can
take control again. An operator with precedence 1 who was
previously unable to control the resource can now take control.
Once the operator touches the resource, the resource will take
on the operator’s precedence (1, in this case).

Use-Case Scenario 5 - Event-action ove rride s a
schedul e

An operator with precedence 5 chooses, for security reasons, to
lock an Access Point against all accesses, all scheduling, and all
attempts by lower level operators to return the Access Point to
normal operation. Now only another operator with precedence
5 can return the Access Point to normal operation, assuming
that all other Initiators have a precedence level lower than 5.
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Chapter

The Event Log

This chapter explains the basic use of the PassPoint Event Log.
In this chapter you will learn how to:

* View events with the Event Browser

+ Archive events for future reference

The Event Log 9-1
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What Is the Event Log?

Every time the system detects an action, whether it be a card
swiping, an access point opening, etc., it considers the action an
event.

In order to help you keep track of all these different actions, the
system stores them in a list called the Event Log. The Event
Log allows you to keep a record of all system events for
reference, trouble-shooting, tracking of Cardholders, or any
other purpose where a list of system events is needed.

Events scroll up from the bottom of the screen as they occur, in
the part of PassPoint Express known as the Event Window:

% PassPaint Express - Account #0123 HE R

Fie View Contol Corfig Comm Took Help
Hle: ¢ O

i
5 Accounts
=81 System Lacations
€1 System Hardware
& El MLB
MG FOCH
[ Accessprt1: Door 1
[ Accessprt 2: Door 2

& Carcholders

- Pl
Yz
-5 Schedules
) Sched 1: Work Week
- Aocess Groups
Acclip 1: Employees

DatedTime [ Evert [ Detai | -
T 1/1/97 120000 PROTECT ACCESS POINT ‘Access Pont 2 Door 2 by System
11/1/97120000  ACCPT ENTRY ID METH: Acoess Paint 2 Door 2 Set to CARD OMLY by System
§1/1/97120000  PROTECT ACCESS POINT AccessPoint1 Door 1 by System
Event 9 1/1/47120000  ACCPT EMTRY ID METH: Acoess Paint 1 Door 1 Set to CARD OMLY by System
Window 011497120000 PROTECT ACCESS POINT Access Point 2 Door 2 by System
§ 1/1/47120000  ACCPT EMTRY ID METH: #Access Point 2 Door 2 Set to CARD OMLY by System b
01197120000 PROTECT ACCESS POINT AccessPoint1 Door 1 by System
§1/4/97120000  ACCPT ENTRY ID METH: AccessPaint1 Door 1 Set to CARD ONLY by System
11/1/971200.00  MODULE CONF UPDATED: Module 2 =
Events Showing 12 [ 12/8/97 10:37:41 AM_ [System Nomal

[Communicating. [User INSTALLER  Precs

The events shown in the Event Window are only for viewing
purposes, however. In order to print or store these events,
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Technical Manuals Online! - http://www.tech-man.com



PassPoint Express User Guide

PassPoint uses a tool called the Event Browser. Using the
Event Browser, you can view all the current events in the Event
Log, print them, or archive them for future reference.

The Event Brows er

Using t he Event

The Event Browser organizes all of the events by date and
displays them on an easy-to-navigate screen. You can call up
the Event Browser at any time and view the events stored on

your PC.

To start the Event Browser, click the Event Browser button, or

selectEvent Browsefrom theViewmenu. The Event Browser

Use the scroll
buttons to scroll

through the events

o
o

A

n

Browse r
will appear, listing any events that are currently on-screen:
Select the date
Ii range for displayed
— events here
Show events from  04/23/97 to 04/30/97 Events 1 thiu & of 59
_ RELAY OFF: Relay 1 =
b System ~
@ 4/23/37 14:31:47 A
- Fal
Events are SYSTEM RESET: %S;?Ens;aﬂw:za
shown in
. MODULE CONF UPDATED:  Madule 1
this area @ 4/28/97 14:31:29
MODULE CONF UPDATED:  Madule 2
@ 4/23/37 14:31:29
MODULE CONF UPDATED:  Macule 3 e
@ 4/23/37 14:31:29 Y
L >
Event Record Souce
Select current |CurrentEventDatabase |£| | Archiva_.” Print Il\/ Close ”? Help I
A
events or T
archives here  create and modify
archives with this
button
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The Event Browser displays five events at a time. You can
scroll through the events using the different scroll buttons on
the right of the screen. These buttons let you scroll one event at
a time, scroll five events at once, or scroll immediately to the
top or bottom of the event list.

Changing the date At the top of the Event Browser screen are two dates. This is

range the range for which events are shown in the screen. You can
change this range to either expand or narrow the number of
events shown in the Browser simply by clicking on one of the
dates. Clicking on the dates calls up a calendar in which you
can change the start or end date range (depending on which date
you click).

Archiving events When you first bring up the Event Browser, it will display the
current event database. This is the Event Log you have just
uploaded. However, once you start uploading events on a
regular basis, you will need to archive events. Archives are
files that hold past events. You can create archives as you need
them, and can name them according to whatever naming
scheme works best for you. Generally, archives are meant to be
named according to the dates of the events stored within them.

For example, if you have archived a group of events for
the month of April, you might name the archive “April |’

9-4 The Event Log
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To create an archive:

1. Click the Archive button.

The Archive Events dialog box appears:

Select the date up to

[EERET ~1|  \which events are
Select Archive File archived here

And Including:

Archive Events Up To |
05/22/97 4

Record Count
1]

Archive File:

|\/ 1].4 ||x Cancel ||? Help |

2. Using thedatefield, select the date up to which you want
to archive events.

Clicking thedatefield brings up a calendar from which you
can select a date. All the uploaded events will be archived
up to and including the date you specify here.

3. Enter a name for the archive.

In thenamefield, enter a descriptive name for the archive.
Again, a date range might be a good naming scheme to use.
The name can be up to eight characters in length.

You can also choose an existing archive. If you do so, the
new events will be added to the existing archive. The old
data will not be erased, it will simply be appended.

4. Click OK.

Your archive will be created. It will appear in the Archive
Events dialog box the next time tAechivebutton is
clicked.

The Event Log 9-5
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Select Archive File

Archive Events E

Once you create an may
archive, it appears
in the dialog box.

Archive File:

Archive Events Up To
And Including:
05/22/97

Record Count
1]

|\/ 1].4 ||x Cancel ||? Help |

Viewing an archive  Once you have created an archive, you can view the events
within it using the Event Browser. By default, the Event
Browser displays the events in the current Event Log. You can
change the Browser’s view by clicking the drop-down list box
at the bottom left of the Browser screen. Any archives you have
created will appear in this list. Once you select an archive, the
Event Browser will change to display the archive’s events.

9-6 The Event Log
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Chapter

10

Setting

System-Wide Options

This chapter explains how to set several system-wide PassPoint
parameters. In this chapter you will learn how to:

Set system presets

Set card technologies

Set up and use Skeleton codes
Set burglary system options
Set dialer reporting options

Set modem parameters

Set network/ID parameters

Set system priorities

Setting System-Wide Options 10-1

Technical Manuals Online! - http://www.tech-man.com



PASSS0INT

PassPoint S ystem-Wide Option s

System-wide options are parameters that control certain aspects
of the system’s operation. By setting these options to the needs
of your installation, you can tailor the system to the needs of
your premises.

System-wide options include:

* Presets

» Card technology

» Skeleton codes

* Burglary system options

» Access point beeps/video
» Dialer reporting options

* Modem parameters

* Network/ID parameters

* System priorities

Each of these options is explained in detail in this chapter.

10-2 Setting System-Wide Options
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Use this screen to set
your system wide
options.

Setting your
system-wide
options

All system-wide options are set in a dedicated dialog box,
called System. To reach this dialog box, sefystem Wide
Optionsfrom the Installer Configuration dialog box:

[ Reader Preset Attibute:

Readsr Type: |Frox Card il
Interface Type: |Datal/Datal |

[#Aceess Point Preset Attibute:

RTE Zone Cort [Nom Open ] ™ Fielay Supervision
Unlock Time: 5 See DuessMode: [scht =]
Door Open Time: [15 Sec DM Zane Conf: [Nom Closed =]
PreAlamn Time: [5 | Ses Relatch: [Door Ciosed =]

o OK I xgan:e\l ? Hel |

Use this dialog just as you would any other PassPoint dialog
box. Enter the data as necessary in the applicable fields. Some
fields require you to choose from system presets. Other fields
allow you to enter data directly from your keyboard. A detailed
description of each field is provided in the following section.

When you are done setting your options, cliik

Setting System-Wide Options 10-3
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System presets (Presets tab )

This screen allows the installer to choose some hardware
configuration parameters that will be invoked when adding
hardware items to the system. Setting these fields to values that
will be used most often will save you time when configuring

new hardware, since these settings will automatically be
invoked for you when you add hardware to the system.

[~Reader Preset Athibute:

Reader Type: | Prax Card hd
Interface Type: |Datal/Datal s

hecess Point Preset Attibute

RTE Zone Cor. [Hom Open ] I Rlslay Supsvision
Uriock Time: [3 | Sec DuessWode: [Soft =]
Doot Open Time: [15 Sec DM Zone Conf: [Nom Clesed |
Piedlam Time: [ See Relatch: [Door Ciosed |7

SO | X concel| 7 Hep |

Changing options here does not change settings in pre-existing
configured options. These presets will be used the time you add
equipment to your system. You can then reconfigure the
equipment if you want to customize a component further.

Reader preset attributes

Reader Type- In this field, select the type of card reader,
keypad, or a combination unit that you will be using throughout
the installation. Note that although this setting will be

10-4 Setting System-Wide Options
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automatically filled in for you when you assign readers to the
system, you can override them by selecting another reader type
when you configure the individual hardware modules.

Interface Type - In this field, select the electrical interface that
will be used by your readers. Note that although this setting will
be automatically filled in for you when you assign readers to the
system, you can override it by selecting another interface type
when you configure the individual hardware modules.

Access Point preset attributes

RTE Zone Conf- Select the zone configuration that will be

used for RTE zones. Note that although this setting will be
automatically filled in for you when you assign RTE zones to
access points, you can override the setting by selecting another
zone configuration type when you configure the individual
access points.

DSM Zone Conf- Select the zone configuration that will be
used for DSM zones. Note that although this setting will be
automatically filled in for you when you assign DSM zones to
access points, you can override the setting by selecting another
zone configuration type when you configure the individual
access points.

Unlock Time - Enter the default unlock time for access points.
Note that although this setting will be automatically filled in for
you when you configure access points, you can override the
setting by changing the unlock time when you configure the
individual access points.

Door Open Time - Enter the default door open time for access
points. Note that although this setting will be automatically
filled in for you when you configure access points, you can
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override the setting by changing the door open time when you
configure the individual access points.

Pre-Alarm Time - Enter the default pre-alarm time for access
points. Note that although this setting will be automatically
filled in for you when you configure access points, you can
override the setting by changing the pre-alarm time when you
configure the individual access points.

Relay Supervision- Check this box if you want the relay
supervision feature for access points enabled when you
configure a new access point. Note that although this setting
will be automatically filled in for you when you configure

access points, you can override the setting by changing the relay
supervision option when you configure the individual access
points.

Relatch- In this field, choose the relatch option for access point
door control relays. Note that although this setting will be
automatically filled in for you when you configure access
points, you can override the setting by changing the relatch
option when you configure the individual access points.

In general, when using electromagnetic locks, use relatch on
close. When using door strikes, use relatch on open.

Duress- In this field, choose the duress mode setting for access
points. Note that although this setting will be automatically
filled in for you when you configure access points, you can
override the setting by changing the duress setting when you
configure the individual access points.

10-6 Setting System-Wide Options
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Card techn ology o ptio ns (Card T ech tab)

In order for PassPoint to communicate properly with your door
control hardware (i.e., card readers), it must be informed of cer-
tain parameters.

For example, the system must know how many bits of informa-
tion the cards you are using contain. The system also needs to
be given “recognizer” information so that it can decipher the
data on ID cards and try to recognize them.

Fiesets | Card 150h | Skeletons | Bua System | Acpt Beeps/video | Dialer Reports | Modem | Network #10 | Frioities |
Card Recognizers
Num Hame Figld & Field B Field C
1 MCC Wwiegand 26 0 256
2 NCEC Ademco Wiegand 34 1} 1} 256
3 NCC Dorado EMPII 34 1} 1} 1}
4 Bit Image of Specified Length 0 0 0
Card Length:
‘weigand Card Bits: |26
Prowimity Card Bits: |34
Magnetic Strip Card Bits: |25
Keypad PIN Digits: |4 -
Ok X Cancel | ? Hep |

Card recogn izer in formation

These fields display information about the access card formats
that are currently supported by your access system. These
fields generally need not be changed.

Setting System-Wide Options 10-7
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Card leng ths

Weigand Card Bits - This is the number of bits that are used

by Weigand card readers in the PassPoint system. Setting this
field to 255 automatically allows the system to use any card
which has a length greater than 26 bits. Note that if a varying
card length (the setting of 255) is not required, you should set
this field to the exact card length required by your installation.

Proximity Card Bits - This is the number of bits that are used
by Proximity card readers in the PassPoint system. Setting this
field to 255 automatically allows the system to use any card
which has a length greater than 26 bits. Note that if a varying
card length (the setting of 255) is not required, you should set
this field to the exact card length required by your installation.

Magnetic Stripe Card Bits - This is the number of bits that are
used by Magnetic Stripe card readers in the PassPoint system.
Setting this field to 255 automatically allows the system to use
any card with a length greater than 26 bits. Note that if a vary-
ing card length (the setting of 255) is not required, you should
set this field to the exact card length required by your installa-
tion.

Keypad PIN Length - This field can be set from three Personal
Identification Number (PIN) digits to eight digits. This means
that if you use 4 PIN digits, the first THREE digits of every PIN
number assigned in the system MUST be unique. Also, the last
digit assigned in the PIN numbers MUST NOT be ZERO. PIN
numbers ending in zero are assumed to be duress PINs by the
system.

10-8 Setting System-Wide Options
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Skeleto n codes (Skel tab )

This screen allows the installer to edit the system's Skeleton
Cards and Skeleton PINs:

Fresets | Card Tech | SKelians | Buig System | Acpt Beeps/video | Dialer Reports | Modem | Netwark /1D | Prioites |

Skeleton Cards Skeleton PINs

Cad | Length Data Mask Card Code PIN PIN Code
000000 0000000000000000

0000000000000000 0000000000000000 00000000

1
2
0000000000000000 0000000000000000 3 00000000
0000000000000000 0000000000000000 4 00000000
000000 0000000000000000 E 00000000

6

7

8

000000 0000000000000000 00000000
000000 0000000000000000 00000000
000000 0000000000000000 00000000

@@ e e
ole|lole|alele

X Corcel | 7 e

Skeleton codes are used to unlock Access Points during
Reduced Capability Mode (RCM) operation. They are used
only when the communications link between the MLB and its
DCM has been severed. Under these conditions, the DCM uses
these skeleton codes as a very small card database. This data-
base is used only when the communication link is down. When
the communication link is restored, the skeleton code database
is no longer utilized. RCM operation is also in effect when the
system is downloading.

Skeleton codes come in two types: skeletardsand skeleton

PINs. The one that you choose depends on the type of entry
readers your system uses. If your installation uses combination
readers, and you have set them to grant access only after both a
card swipe and PIN entry, only the card swipe will be read

while the system is in RCM.

You can have up to eight skeleton cards and ten skeleton PINs.

Setting System-Wide Options 10-9
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Setting up a
Skeleton card to
filte r acceptable
cards

Assigning skeleton card codes

Skeleton card codes work somewhat differently from skeleton
PIN codes. There are eight skeleton card codes, but since skel-
eton card masks can be set up as filters, each skeleton card
description can stand-in for many cards.

When you want a skeleton card to filter acceptable cards, imag-
ine that the Card Data Mask is a strainer (the filter) and that the
Resulting Card Code is a final test to see what made it through
the strainer. The operations that occur on the card number
require you to understand hexadecimal and binary arithmetic,
and Boolean AND operations.

When a card is read by the access point in RCM, it will be
passed through the Card Data Mask filter. The resulting value
will be checked against the Resulting Card Code. An EXACT
match of the Resulting Card Code will be accepted by the
access point.

As an example, let's assume that we want all cards with the
embedded Facility Code of 41 (decimal) to pass through access
points. The cards used in your facility are 26-bit cards in this
example. For this card format, the Facility Code is encoded
into eight bits, starting with the 25th bit of a 26-bit card....

Position: 22222221111111111000000000

65432109876543210987654321

R — |
'\ Facility Code, in

binary
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Since you want to look at the Facility Code of all cards that are
detected by the access point’s readers, you want to check that
all of the card'’s bits in the region of the Facility Code pass
through the filter. Also, you want the EXACT match of the
Facility Code in order to accept the card. You would then set
up the skeleton card like this....

Lower 26 bits of Card Data Mask (all upper bits are 0’s):

Unused positions Position: 22222221111111111000000000 e Positions for

Facility Code to pass
65432109876543210987654321
o be blocked by 111111114 through
filter —»0 00000000000000000
) 011111111000000000000000004¢——Actual Card
64-Bit Card Data Mask — 0000000001FE0000 Data Mask in
in hexadecimal binary

Position: 22222221111111111000000000

Card Data Mask 65432109876543210987654321 Card Read
\ 10010100100000000000000000
00101001000000000000000000

Filtered Card ¥—_ Card Data Mask in

Read Card Data—— 0000000000520000 Binary

in hexadecimal
Length Card Data Mask Resulting Card Code
026 0000000001FE0000 0000000000520000
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Setting up a When you want a skeleton card to be an exact match, you must
Skeleton card to enter the same number in the Card Data Mask and the Resulting
look for an exact Card Code. As an example, if a 26 bit card whose number is, in
match hexadecimal, 02e60013, you should enter the data as....

Length Card Data Mask Resulting Card Code

026 0O0000000FFFF0013 0000000002E60013

Skeleton PIN codes

Enter up to eight left-justified PIN codes that can be used as

Skeleton PINs. The function performed by these PINs during
RCM can be set for each individual Access Point in the DCM
configuration screen.

Burg lary system options (Burg System tab)

This screen allows some general burglary system configuration
options to be set:

Presets | Card Tech | Skeletons j_E_Hug___Sygte_ﬂ fscpt Beeps/Viden | Dialer Reports | Modem | Metwork /1D | Priorities |

~Burg Canfiguation ~System Cansol

Alarm Sounder Relay: | NONE =

Alam $ounder Duration: |2 Min ¥ Caonsole Installed
Burglary Trigger: | NONE = Lonsole Annunciations————
Open/Clos Trigger: | WONE - ¥ AC Loss

I~ Doar Open Causes Bug Alam ¥ Law Battery

™ Door Open Time Causes Burg Alam [¥ Com Failuie

 Allow Multpls Alams

Default Vista User Number: |2

0K I X ;ancell 7 Help |
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Bur g con figur ation

Alarm Sounder Relay- Enter the global relay number of the
uncommitted relay you want used as a burglary alarm bell
output. The indicated relay can only be operated by the
burglary system within the PassPoint system. The relay must
be globally assigned before it can be selected in this area.

Alarm Sounder Duration - This is the amount of time (in
minutes) that the Alarm Sounder Relay will activate in response
to a burglary condition. The alarm bell can be silenced by
issuing aDisarmcommand while the bell sounds. The alarm
bell will turn off automatically after this time expires.

Burglary Trigger - Enter the global trigger number of the
uncommitted trigger you want used as a Burglary Trigger
indicator. The indicated trigger can only be operated by the
burglary system within the PassPoint system. This trigger can
be used to notify the Long Range Radio system of a burglary
condition. The trigger must be globally assigned before it can
be selected in this area.

The Burglary Trigger will be on when there are no pending
alarms. Electrically, the trigger will be drawing current; that is,
it will measure as a logical low if it is measured with a
Voltmeter when a pull-up resistor is used.

The Burglary Trigger will be off when there is a pending alarm.
Electrically, the trigger will not be drawing current; that is, it
will measure as a logical high if it is measured with a Voltmeter
when a pull-up resistor is used.

Open/Close Trigger- Enter the global trigger number of the
uncommitted trigger you want used as an Open/Close Trigger
indicator. The indicated trigger can only be operated by the
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burglary system within the PassPoint system. This trigger
cannot be controlled manually because it is intended to
electronically notify a foreign system of the Armed (Closed) or
Disarmed (Open) arming condition of the burglary system of
the PassPoint. This trigger can be used to notify the Ademco
Long Range Radio system of a burglary condition. The trigger
must be globally assigned before it can be selected in this area.

The Open/Close Trigger will be on when the system is Armed
Away or Stay. Electrically, the trigger will be drawing current;
that is, it will measure as a logical low if it is measured with a
Voltmeter when a pull-up resistor is used.

The Open/Close Trigger will be off when the system is
Disarmed. Electrically, the trigger will not be drawing current;
that is, it will measure as a logical high if it is measured with a
Voltmeter when a pull-up resistor is used.

Door Open Causes Burg Alarm- Check this box if you want
Access Control Door Open Alarms to initiate a burglary alarm
response. If you check this box, the selected burglary Alarm
Bell Relay will turn on for the Alarm Sounder Duration.

Door Open Timeout Causes Burg Alarm Check this box if
you want Door Open Timeout Alarms to initiate a burglary
alarm response. If you check this box, the selected burglary
alarm bell relay will turn on for the Alarm Sounder Duration.

Allow Multiple Alarms - Check this box if you want

successive alarm conditions on the same access point or zone to
initiate a Burglary Alarm Response each time the condition
occurs within a single arming period. If you do not check this
box, each access point or zone will only be able to generate one
alarm during a single arming period.
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Default Vista User Number- Since all actions on a connected
Vista alarm panel get logged to the Vista’s event history log,
any action that the PassPoint system initiates on the Vista panel
needs to map to a Vista user number. The Vista user number
indicated in this field will be associated with any Vista action
that is induced by the PassPoint system.

System console

Console Installed- Check this box if you have wired an
Ademco 6139 keypad to the system MLB for use as a system
keypad. Make sure that this box is not checked if a keypad is
not installed.

Console annu nciatio ns

AC Loss- Check this box if the system keypad should sound
slow beeps if ANY module in the PassPoint system loses AC
power.

Low Battery - Check this box if the system keypad should
sound slow beeps if ANY module in the PassPoint system
experiences a low battery condition.

Com Failure - Check this box if the system keypad should
sound slow beeps if a communications error occurs between the
system’s MLB and ANY module in the PassPoint system.

Access p oint beeps and vid eo (Acp t Beep /Video tab)

This tab allows the selection of annunciation options for the
system keypad as well as indication of which Access Points
have been fitted with a video camera.
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Presets | Card Tech | Skeletons | Burg Syster | ACPEBSaRsAidzs | Dialet Reports | Madem | Netwerk /10 | Priores |

v Camers il

E}
=]

% %% %W R AW 7 =

Nurn Aceess Point Name Do

Door 2

W~ @ e Wk~

10
"
12
13

X ®|| % R X R X R R KR %] R

O | Kowen| P oner |

Each Access Point will be listed. Set the selection boxes in the
appropriate column in order to indicate the Access Points that
need to sound Door Open Alarms and Door Open Timeouts. If
your PC has a supported video capture card, the column
indicating video camera call-up will be enabled. If you want an
Access Point to call up a live video screen when a visual
verification is in process and you have a video camera pointed
at the Access Point, set the appropriate selection box.

The beep mode is fast for Access Point Open Alarms, and slow
for Access Point Timeout Alarms.

You can only make selections in tGameracolumn when you
have the appropriate equipment installed.

Dialer repo rtin g op tions (Dialer Rep orts tab)

This screen allows the enable/disable selections for some of the
possible Contact ID-formatted dialer messages that can be sent
to a burglary Central Monitoring Station. Event types marked
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by a check will be communicated to the Central Station by the
VGM or a connected VISTA panel. This screen only pertains
to systems that are using a VGM.

Modem optio ns (Modem tab)

This screen allows the configuration of communication
connection and session options:

Presets | Card Tech | Skeletons | Burg System | Acpt Beeps/videa | Dialer Reports ZModem ] Netwark /10 | Prorites |

Session Propertie:

Min. Time Betwsen Dutgaing Cals: [0 e
Lagin/Host Timeout: [0 Hin

Enforce CallBack [~

Phane Bock
Num Phane Murber Usage

=g

Mone ¥

Mone

Mone

Mone

Mone

Mone

@~ @ o e
4 4 4 4 a4 2

Mone

Mone

[ Outgoing Call Initiators
[~Call Host After Passage of Time————————

Mar. Tims Between Connections: [0 Min
Prioit [Pl =

[ CallHost Upon Event Log Space |
Event Log Capacity: (50 %

Prioit [Pl =

Call Host at Scheduled Time
Day Time Fiioity
MON  [12008M 1 Ry

TUE | 12:004M | Pl
WED | 12:004M | Pl
THU | 12004M | Pl
FRl 120044 | Pl
SaT 120044 | Pl
SUM | 12004M | Pl

4 4 4 444

VO | X gueel| 7 b |

Session propert ies

Min Time Between Outgoing Calls- This is the number of
seconds that will be enforced between outgoing calls made by
the PassPoint system. This setting allows a window of time
when someone may call in to the PassPoint system, even when
the system is busy making outgoing calls. This time only
pertains to the interval between outgoing calls being made for
different reasons. This time will not affect the interval between
unsuccessful outgoing call attempts.
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Login/Host Timeout - This is the amount of time (in minutes)
that may expire after making a dial-in or dial-out connection. It
is also the amount of time that, when expired, will force a re-
negotiation of a connection with a PC Host System (in a future
version of the product). When using a remote connection, if
this timeout time passes without someone logging in, the
system will terminate the connection by hanging up. Setting
this field to O disables this timeout.
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It is important to set this field to a non-0 value if using a modem
connection. Do not set this field to a non-0 value if using a
local connection.

Enforce Call-Back - Setting this option to (Y)es forces the
PassPoint system to hang up on a call-in and automatically call
back a predetermined phone number. This allows for a
higher-security system since any dial-in that is answered by the
PassPoint will terminate and the system will initiate a call to a
known-safe phone number.

Phone b ook

The Phone Book is used to identify eight possible phone
numbers through which the PassPoint system can contact a
remote PC. These numbers do not need to be filled in if the
only PC used to manage the system is directly connected to the
system.

The usage settings specify the number that is used under a
certain circumstance. One number should be selected to be
used as call-back if tHenforce Call-Bacloption is selected.
This is the number that the PassPoint system will call after a
call-in is received.

All other numbers are used to dial a particular PC upon the
occurrence of an event of a particular priority threshold. This
allows the system to call different hosts to handle different
types of events. This feature of the Phone Book will be best
served by the upcoming Windows software.
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Outgoi ng cal I ini tiators

Call host after passage of time

If the indicated number of minutes passes without the system
generating any remote connections, the system will initiate an
outgoing call to the appropriate phone number based on the
priority given to this event.

Event log capacity and priority

When the Event Log capacity reaches the indicated percentage,
the system will generate an outgoing call of the indicated
priority.

Call host at scheduled time

The PassPoint system will initiate a call-out of the indicated
priority at the indicated time on the selected day(s). Make sure
that you completely specify the time in 12-hour format,
indicating A.M. or P.M.

Network | D option s (Network/ID tab)

This screen provides the settings for special network parameters
and system identification information:
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Presels | Card Tech | Skeletons | Burg System | Acpt Beeps/videa | Dialer Reports | Modem {eliark #1657 priores |

[ Netwark

Subnet Number: |3

Reader Swips Timeout [15 &
OTE: Do not changs this field

M
Huost Identification: |FFFFFFFFFFFF without making the appropriate

changs i the systam information.

i~ Identification

Keypad Captior: |PassPoint ACS
Primary Subscriber Acct #: |000101
Sec Subscriber Acct #: |000000

o K | X Qan:e\l ? Help |

Netwo rk

Subnet Number- This number, ranging from 1 to 255, selects
a common grouping of network modules. In most cases, this
number SHOULD NOT BE CHANGED. This number should
only be changed if necessary when utilizing the same twisted
pair wiring for the PassPoint system and other Echelon
LonWorks-compatible devices. Contact Ademco for more
details.

Reader Swipe Timeout This is the number of seconds that a
DCM or CPM reader interface will wait after a card is swiped
or a PIN is entered. Under normal circumstances, the MLB will
respond to the module to generate a grant or denial. However,
if the MLB does not respond within the specified amount of
time, the reader interface will reset. The default setting is 3
seconds. This default setting should be set higher if you are
doing visual verification.

Host ID - This 12 hexadecimal digit number is used to validate
a connection with the PassPdixpresssoftware. The number
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set here MUST match the number set for the PC software in
order for uploads/downloads and event capturing to operate.

Although the Host ID has an initial value of “FFFFFFFFFFFF,”
it should be changed by the installer to a unique value for
security reasons.

Identifi cation

Keypad Caption - This is the character string that is displayed
on the top line of the system's 6139 keypad.

Primary Subscriber Account Number - The first four digits

of this number will be sent to your primary central station
monitoring service in the event that a call to the central station
is warranted. The last two numbers represent the MLB number.
This field cannot be edited because it is filled in automatically
upon account database creation.

Secondary Subscriber Account Number Enter in the
secondary account number for this account. The first four digits
of this number will be sent to your secondary central station
monitoring service in the event that a call to the central station
is warranted, and the primary central station is not responding.
The last two numbers represent the MLB number.
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Priority o ptions (Prioritie s tab)

This screen displays the settings for the priority of all of the
events that a PassPoint system can generate. The priority
settings range from None through Priority Level 5. Events that
have been set to a priority level of None will not be logged to
event history. Priority Level 1 events are the lowest priority
events that can be logged. Priority Level 5 events are the
highest priority events that are logged. Any event that has been
set to a Priority Level of None cannot be used as the trigger for
an Event-Action relationship since the event is not being
logged. Note that when transferring events to the host, the field
panel MLB will transmit the oldest, highest priority events in
the Event Log first, working down to lowest priority, most
recent events.

You should keep in mind that these priority settings can affect
remote connections. Altering the event priorities can cause
outgoing calls to the host to be made, and can prevent events
from being logged.
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Chapter

11

Performing Access
Point Functions

Access functions allow you to control and regulate the Access
Points of your premises. In this chapter you will learn how to:
» Display and alter the status of Access Points and readers
» Change the system’s threat level

» Control the system’s anti-passback features.

Performing Access Point Functions 11-1
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What Are Acce ss Point Functions ?

Access functions are those system functions that allow you to
control and regulate your premises’ Access Points and access
groups. They include such things as bypassing or locking an
Access Point. They also include things like controlling your
system’s ID readers and changing your system'’s threat level.

As you are using PassPoint, there will be many times when you
will need to manipulate your Access Points. You will need to
bypass, lock and protect Access Points. You will also need to
configure Anti-Passback for your Access Points, tell the system
when to grant access, and when to clear precedence levels. All
of these functions are described in this chapter.

Who per forms Generally speaking, access functions are tasks that are

these functions? performed after the system is installed and configured. These
are the day-to-day operations that allow you to keep the system
functioning properly. These tasks are not performed by the
installer of the system (although they could be), but are
performed by system Masters, Managers and Operators, since
these are the people who are going to be using the system once
it is installed and configured.
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Displ aying and controllin g Ac cess Poin ts

Right-click on an
Access Point for
options

The first step in working with your Access Points is to display
them on-screen. Access Points, like all system resources, are
displayed in the main PassPoint window, along with their
applicable DCM:

-1 System Locations
551 System Hardware
= [E MLE
Ellﬂl CICH
----- &R coesspnt 1: Doar 1

Access Points are displayed
here in the main PassPoint
window.

H Cardholders
e Athru E

&) F thiud

To control or view information about an Access Point, right-
click on it. Right-clicking on an Access Point brings up a menu
of options:

. |E|-

[l Acce: Bypass
Terminal 1 Protect

[ders Lock

- E Grant

n ‘lj:l Advanced

T

The options on this menu allow you to perform various access
functions. From here you c&ypassProtect Lock, or Grant
access to an Access Point. You can also call up a dialog box of
“advanced” options.
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The Advanced menu optio n

The Advancedption calls up a dialog box displaying
information about the Access Point. It also lets you perform
more tailored access functions than do the other menu options:

Control Device, Acceszspnt 1 : Door 1

 Status Frec. Rule
Protected Mo Visual Werit o Tele

k=
Device Prec Level 0

Entry ID - Card Only

" Leave

" Clear

i Control

The current status of the device

The dialog box is divided into three areas:

Status

This area shows the status of the selected resource. Itis only
updated upon initial display and when commands are sent from
the Control area of the dialog box.

Control

This drop-down list contains the commands that pertain to the
selected Access Point. Based on your selectiSenabutton
becomes visible or lslore button becomes visibleMore

denotes that more data is needed, so clicking/tibre button

will cause a second dialog box to be displayed, allowing you to
enter the extra parameters. From either dialog box, clicking the
Sendbutton will then “send” the selected command to the

MLB, updating the Status area.
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For example, if you want to bypass an Access Point, you can
simply select Bypass from the menu. In this case the Access
Point will be bypassed until you Protect it again. Howevey, if

you want to set a special time limit for the bypass, you can
use the Bypass option in the Control section of the Advanced
dialog box. This will let you choose a length of time for the
Access Point to be bypassed.

A The bypassing and granting access functions provide periods
when the access point will be unprotected.

Locking Access Po ints

Locking Access Points means keeping them from being opened,
even by valid access cards/Cardholders. Also, a locked Access
Point can be returned to normal operating status onBroy
tectingit after it has been locked.

To lock Access Points:
1. Inthe main PassPoint window, right-click on the Access
Point you want to lock.

2. SelectLock from the menu.

The Access Point you selected will be locked. The message
“ACCPT LOCK” will appear in red in the status bar at the
bottom of the screen, indicating the current condition of the
Access Point.
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Protecting Access Po ints

Protecting Access Points simply means returning them to a
normal operating status. When an Access Point is protected,
only valid Cardholders can access it. You choos®theect
option when you want to change an Access Point from locked,
bypassed, or exit only.

To protect an Access Point:

1. Inthe main PassPoint window, right-click on the Access
Point you want to protect.

2. SelectProtectfrom the menu.

The Access Point you selected will be protected.

There is no special status message to indicate that an Access
Point is protected, since that is the normal operating mode.
The message “SYSTEM NORMAL” will continue to be
displayed.

Bypa ssing Access Po ints

When an Access Point is bypassed, the locking mechanism of
the door is disabled, leaving it free to be opened without the
need for card identification. The system will not see these
entries and exits as a problem, since it knows the Access Point
has been bypassed. To the system, it's as if a bypassed Access
Point is to be ignored.

To bypass Access Points:

1. Inthe main PassPoint window, right-click on the Access
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Point you want to bypass.
2. SelectBypassfrom the menu.

The amount of time that the Access Point will be bypassed
is set in the Edit System Administration Options screen.
This value can only be set by Installer level users.

Timed byp ass If you want to bypass the Access Point for a specific amount of
time (other than the global system bypass time):

1. Inthe main PassPoint window, right-click on the Access
Point you want to bypass.

2. SelectAdvancedfrom the menu.
The Advanced options dialog box appears.

3. In the Control section of the dialog box, sele®ypass
Timed

This will allow you to set a specific amount of time for the
Access Point to remain bypassed.

3. Click More.

A dialog box will appear, allowing you to enter a length of
time for the bypass (2 - 65535 minutes).

4. Enter a bypass time, then clickSend

The Access Point you selected will be bypassed for the
length of time you entered. Once that time has elapsed, the
Access Point will return to Brotectedstate.
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Granting acces s to Access Po ints

Typically, when a Cardholder presents his/her ID card to a
reader, he/she is granted access to the Access Point if they have
rights to do so. However, there will be times when you will

want to grant access to certain Cardholders who have lost their
cards, do not have rights to an Access Point, etc. In these cases,
you can use the system’s Grant Access function.

Granting ac cess You can grant access in two different ways:
canbedoneint wo
ways  Grant

This method unlocks the Access Point according to the
Access Point’s normal configuration timing. That is, if the
Access Point has been configured to unlock for five seconds
when a valid card is presented to it, the grant command will
unlock the Access Point for five seconds. At the end of five
seconds, the Access Point will lock and continue operating
normally.

» Grant with special timing

This method allows you to choose how long you want the
door to remain open. It also lets you select how long the
door can remain open when an alarm occurs. This method
is useful if you need to let a group of people through an
Access Point.

1. Inthe main PassPoint window, right-click on the Access
Point to which you want to grant access.

2. SelectGrant from the menu.

The system will grant access to the Access Point. The
Access Point will unlock and then relatch according to its
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normal configuration.

Grant with s pecial If you want to grant access to the Access Point with special
timing timing:

1.

In the main PassPoint window, right-click on the Access
Point.

SelectAdvancedfrom the menu.
The Advanced options dialog box appears.

In the Control section of the dialog box, sele€rant with
special timing

Click More.

A dialog box will appear, allowing you to enter time param-
eters for the grant:

Unlock Time - Enter the time (1-65535 seconds) during
which the door control relay is energized, unlatching the
door.

Time Open- In this field, enter the time (1-65535 seconds)
that the Access Point’s door can remain open before a viola-
tion occurs. When a violation does occur, the DCM will
inform the system of the situation, allowing you to take
appropriate steps. This field is only valid if Door Status
Monitoring is configured for the Access Point.

The value in this field must be greater than or equal to the
Unlock Time

P-A Time - In this field, specify the time of the pre-alarm
signal. When an the Access Point is returned to Protect
mode, the pre-alarm signal is activated and the door is left
unlatched until the time has expired, whereupon the door re-
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5.

latches and the pre-alarm signal ceases. The value of pre-
alarm time can range from 1 to 65,535 seconds (18.2 hours).
This field is only valid if Door Status Monitoring and pre-
alarm triggering is configured for the Access Point.

The value in this field must be less than or equal td time
Open

Click Send

Shunting and unshunting Access Po ints

/N

When an Access Point is shunted, the condition of the Door Sta-
tus Monitoring zone (if there is one) is basically ignored. Door
open alarms and door open timeout alarms can no longer be
generated, and the DCM operates the Access Point as though
there is no DSM zone assigned to it. This allows a door with a
faulty DSM switch to continue to provide service in a semi-pro-
tected way, until the DSM switch can be repaired.

Since shunting an access point defeats the DSM for that door,
the system will not be able to recognize when a door has been
forced open while it is shunted.

To shunt (or unshunt) an Access Point:

1.

In the main PassPoint window, right-click on the appli-
cable Access Point.

SelectAdvancedfrom the menu.
The Advanced options dialog box appears.

In the Control section of the dialog box, sele@hunt
DSM Zoneor Unshunt DSM Zone
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4. Click Send

The Access Point you selected will be shunted/unshunted.

Choosing an identificatio n method

Each Access Point has an identification reader. It might be a
card reader, a PIN reader, or a combination reader, meaning that
it has both card and PIN capability. If an Access Point uses a
card only or PIN only reader, the choice of identification mode

is obvious. But if you are using combination units at any of
your Access Points, you might want to customize the
identification method.

For example, if you are using a combination card/PIN
reader at a relatively unimportant Access Point, you

might want to set the reader to accept either cards or
PINs in order to grant access. Or, if the Access Point
leads to a very secure area, you might want to set the
reader to accept only cards and PINs before access is
granted. You might even want to set the order in which
these identification methods are presented.

You can choose When selecting the identification method for your Access
from five Points, the system will allow you to select one of five options:
identification
metho ds e Card only

* PIN only

» Card followed by PIN
* PIN followed by Card
» Card or PIN

Performing Access Point Functions 11-11

Technical Manuals Online! - http://www.tech-man.com



PASSSOINT

Additionally, you can configure these identification methods

for entry or exit use, depending how your Access Point is set
up. Forinstance, you would need an exit reader to configure an
exit identification method.

To configure the identification method for an Access Point:

1. In the main PassPoint window, right-click on the appli-
cable Access Point.

2. SelectAdvancedfrom the menu.

The Advanced options dialog box appears.

3. Inthe Control section of the dialog box, sele¢tD. Modes
(Entry) or I.D. Modes (Exit).

4. Click More.

A dialog box will appear, allowing you to choose entry or
exit ID mode for the Access Point.

5. Click Send

The identification method you've selected will be applied to
the Access Point. The status area will change to indicate the
new identification method.

Settin g Access Poin ts as Exit Only

When you set an Access Point to Exit Only, the system will
deny all entry requests to the Access Point, but will honor exit
requests. The entry reader associated with the Access Point is
disabled. Also, no “Access Request” or “Access Denied”
events will be logged for the Access Point.

To set Access Points to Exit Only:
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1. Inthe main PassPoint window, right-click on the appli-
cable Access Point.

2. SelectAdvancedfrom the menu.
The Advanced options dialog box appears.

In the Control section of the dialog box, sele&xit Only.

4. Click Send

The Access Point you selected will be set in the Exit Only
mode. The message “EXIT ONLY” will appear in red in
the status area at the bottom of the screen, indicating the
current condition of the Access Point.

Configuring Visual | dentification

&

The Visual
Indentification
features of the
PassPoint system
have not been tested
for UL compliance.

/N

In order to add extra security to Access Points, the system pro-
vides a Visual Identification mode. When selected, this option
requires the system to defer to an operator to visually identify
all Cardholders after a Cardholder’s card/PIN has already been
verified by the system.

Visual identification occurs at the user terminal and is per-
formed by a system operator. Once the Cardholder’s card/PIN
is accepted by the system, the user terminal will display the
Cardholder’'s name, requiring the operator to positively identify
the Cardholder before access is granted.

If there is no system operator logged in and Visual Verification
is turned on, the system will automatically deny any access
requests. A message will be logged in the Event Log describing
this denial (“Visual Verification, No Login”).
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To configure Visual Identification for an Access Point:

1. Inthe main PassPoint window, right-click on the appli-
cable Access Point.

2. SelectAdvancedfrom the menu.
The Advanced options dialog box appears.

3. Inthe Control section of the dialog box, seledtisual
Verification mode

4. Click More.

A dialog box will appear, allowing you to choose the user
terminal you want to use for visual identification with the
applicable Access Point.

5. Make your choice and clickSend

Clearing the preced ence level of an A ccess Po int

Precedence levels determine when certain actions may take
place on system resources. For example, an Access Point may
have a precedence level of 3. Unless an operator also has a
precedence level of 3 or higher, he/she will not be able to
bypass, lock, or do anything else to the Access Point.

There are two Access Point commands you should be aware of,
both of which let you reset the precedence level of an Access
Point. They are:

+ Clear Precedence

This command simply returns the precedence level of the
Access Point to 0. Is does not analyze the system'’s
schedules to determine what the current state of the Access
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Point should be (i.e., locked, bypassed, etc.).
* Resume as scheduled

This command returns the precedence level of the Access
Point to the precedence level of the last schedule to affect it.
When this command is issued, the system analyzes all the
schedules that directly affect the Access Point. After the
schedules are analyzed, the system will determine what
state the Access Point should be in.

For instance, the schedules may indicate that the Access
Point should currently be bypassed. If the schedule has a
precedence level high enough to affect the Access Point, the
Access Point will take on the schedule’s precedence level.

Both of these commands are accessed from the Advanced
options dialog box and can be issued at any time.

Anti-Passback

Each Access Point can be configured to operate with the sys-
tem’s Anti-Passback feature. Anti-Passback is used to prevent
occupants from using their card at an Access Point and handing
it back through the doorway to an unauthorized individual, who
would then use the same card to obtain entry or egress through
the same Access Point.

Anti-Passback is a real-time programmable feature for each
Access Point. When enabled, the number of minutes that must
transpire between “successful” access attempts is programma-
ble as a global value. This means that there is one programma-
ble number of minutes which is used by all Anti-Passback
Access Points. This time defines how long the system will wait
before it allows the same card to be used at the same Access
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Point card reader.

The global Anti-Passback time is set in the Edit System Admin-
istration Options screen. This value can only be set by Installer
level users.

Anti-Passback functions are automatically disabled each time
the panel exits programming (i.e., Reduced Capability Mode).

There are three When setting Anti-Passback for your Access Points, the system
Anti -Passback will allow you to select one of three options:
options

* None

There is no restriction as to the passage of a specified length
of time that must transpire between entry attempts or exit
attempts at a single Access Point.

* Soft

Anti-Passback restrictions are in effect. Upon the occur-
rence of an Anti-Passback violation, the system will grant
access (if all access requirements are satisfied). However, a
Soft Anti-Passback Violation event will be logged in the
system’s Event Log.

e Hard

Anti-Passback restrictions are in effect. Upon the occur-
rence of an Anti-Passback violation, the system will deny
access (regardless of the usual access requirements) and
will log an Access Denial event with a reason code of Hard
Anti-Passback Violation in the system’s Event Log.
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Configuring Anti-Passb ack

To configure Anti-Passback for an Access Point:

1. Inthe main PassPoint window, right-click on the appli-
cable Access Point.

2. SelectAdvancedfrom the menu.
The Advanced options dialog box appears.

3. Inthe Control section of the dialog box, sele&nti-Pass-
back mode

4. Click More.

A dialog box will appear, allowing you to choose an Anti-
Passback mode for the Access Point (None, Hard, or Soft).

5. Make your choice and clickSend

The Anti-Passback setting you have selected will be applied
to the Access Point.

Forgiving Anti-Pass back

So far you have seen how to apply Anti-Passback to Access

Points. You can, however, elect to temporarily “forgive” anti-

passback for a specific Access Point or for all Access Points

without having to go back into the Access Point configuration
screens and change their settings. You can also forgive Anti-
Passback for a specific Cardholder.

Forgiv ing Anti-Passback for an Access Point

When you forgive Anti-Passback for an Access Point, the
system erases all of its recent Anti-Passback data for the Access
Point. This means that anyone who passed through the door
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within the Anti-Passback time will now be able to come in
again, even though the Anti-Passback time has not expired for
them.

For example, if you have set the front door of your building

with an Anti-Passback time of ten minutes, people passing
through the front door will have to wait ten minutes before they
can enter through the front door again. However, if you forgive
Anti-Passback for the door, anyone who came through the door
within the last ten minutes will be able to pass through it again.

Access Point remains the same. It simply allows those who

Forgiving Anti-Passback for an Access Point does not change
iii the Access Point’s Anti-Passback setting. The setting for the
passed through within the Anti-Passback time to enter again.

To forgive Anti-Passback for one Access Point, follow the pro-
cedure below:

1. From the Control menu, selecForgive APB>Access
Point.

A dialog box appears, in which you can select the applicable
Access Point for which to forgive Anti-Passback.

2. Make your selection and clicksend

The system will forgive the Anti-Passbacks for the specified
Access Point only.

11-18 Performing Access Point Functions

Technical Manuals Online! - http://www.tech-man.com



PassPoint Express User Guide

Forgiving Anti-Passback for a C ardho Ider

To forgive Anti-Passback for a Cardholder, follow the proce-
dure below:

1. From the Control menu, selectForgive APB>Cardholder

A dialog box appears, in which you can select the applicable
Cardholder for which to forgive Anti-Passback.

2. Make your selection and clicksend

The system will forgive the Anti-Passbacks for the specified
Cardholder only.

Threat Levels

With PassPoint, a global condition can be set by system opera-
tors that can be used to qualify a “state of emergency.” This glo-
bal condition is called @hreat Level

PassPoint supports six Threat Levels, TLO through TL5. TLO is
considered normal operation. It is also the default setting. TL5
is the highest Threat Level.

When you configured your access groups, you were asked to
apply a “Maximum Threat Level” to each group. This is the
maximum threat level under which (and including) the group is
valid. If the Threat Level is above the one indicated by the
access group, the access group will not qualify as valid. This
feature is useful in locations where, under emergency
conditions, occupants must be routed through a pre-determined
set of Access Points.

For example, each occupant can be made a member of a
“normal” access group and an “emergency” access group.
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When the Threat Level is elevated, the “normal” access group
would then be invalid, forcing the occupant to utilize a different
set of Access Points and schedules as specified by the
‘emergency” access group.

“Threats” are defined by the installer and the facility in which
the system is installed. For instance, if the facility is a chemical
plant, a threat might be a chemical spill. In an oil refinery, a
threat might be a fire or an explosion. It is up to the installer to
determine what the possible threats are for the facility, and what
Threat Level to assign to each threat.

Also, it is not necessary to use all six Threat Levels in a facility.
You can use one, two, or no Threat Levels. If the facility has no
use for Threat Levels, you can simply leave the default values.

Changing the Threat Level

You can change the system’s default Threat Level at any time
(provided that you have been granted this system privilege). To
do so, follow the procedure below:

1. From the Control menu, seleciThreat Level

The system will present a sub-menu of threat level choices,
ranging from “None” to Threat Level “5.”

2. Select the appropriate Threat Level from the sub-menu.

Changing the threat level can alter the validity of Access
Groups. Always make sure that occupants have a valid and

usable path of egress from the premises.
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Chapter

12

Uploading and
Downloading the Database

This chapter explains the basic use of the PassPoint database.
In this chapter you will learn about:

e System accounts; what they are and how they are used

» Uploading the system database

* Downloading the system database
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What Is the Database?

Each MLB in your system contains a database. The database
contains all of the information your system needs to operate
properly. Every time you make a change to your system’s
configuration, the data you have entered is stored in the
database. Throughout this manual you have been seeing
different types of configuration data, including schedules,
access groups, etc. All of this information is stored directly
within your system’s MLB. Collectively, this information is
referred to as the “database.”

Obviously, the information in your database is critical. Without

it, your system simply would not function. Therefore, it is
essential that you be able to manage your database, not only so
that you can back it up and keep it safe in case of hardware
failure, but also so that you can view and print event reports that
tell you how your system is performing.

System accou nts

In order to make using your system’s database efficient,
PassPoint uses syste@mcounts Essentially, an accountis a
way of accessing a database on an MLB. Each MLB is
assigned a specific account number. Then, when you want to
access a database (for backing up, event viewing, etc.), you
select the applicable account number.

Accounts help you manage the PassPoint system by treating
each MLB as an independent unit. Each MLB is assigned a
specific account number. Using this number, you can back up
and restore the database for a specific MLB, view the Event
Log for the MLB, generate reports, etc. For installers who use
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PassPoinExpresgo administer multiple sites belonging to the
same customer, a separate account should be set up for each
site. This way, when you bring up PassP&ixppressyou can
select the account (i.e., site) you want to work with.

If the installation site has only one MLB, system accounts are
still needed, because you cannot upload or download the
database without an account. In this case, you will need to set
up only one account.

What in formati on is in the acco unt database?

Each account database entry stores the configuration
information for the equipment installed at that site. This
includes hardware configuration, schedules, access groups, and
all of the card database information. Essentially, this is all the
information necessary to replicate the site’s programming on a
new MLB, should the first system become damaged.

In addition, all the uploaded event history is categorized by
account, so that the event history is context-sensitive to the
appropriate installation. When the user starts up PassPoint
Expressit is important that the “context” of the particular
account get loaded. In this way, PassPexgresscan load the
appropriate account information before communicating with the
equipment.
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Downlo adin g the d atabase

The Download feature is provided to allow the PC user to send
to the MLB any database changes that have been made since the
last download.

To download, follow the procedure below:

1. From the Config menu, selecDownload

The Download dialog box appears:

v Al
— Modules Per MLBE
i T MLBE2 [T MLE3 [ MLE4
T MLES [T MLEE [~ MLE? [~ MLES
T MLES [T MLE10 [T MLE 11 T MLE 12
[~ MLE13 [~ MLE 14 [T MLE15 [~ MLE 16 | Caution: Enters RCM
r— Global Program Entities S I
I~ Schedules I~ Relay Groups
I~ Day Templates I~ Trigger Groups
I Access Groups I~ Access Pt Groups X Close |
I~ Ewents I~ Zone Groups
I~ Areas I~ FReader Groups ml
I~ Spstem [~ Cardholders
=R

Complete |

The data to be downloaded is broken into several segments,
any of which you may check to specify that you want to
download that segment. Checking the “All” selection will
override the other, individual selections and send all of the
data segments to the MLB. By default, the segments which
have been modified since the last download will come up
selected when the dialog box is opened.
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When the Cardholder information is selected for downloading,
/'\ only those individual cardholder files which have been
[ J

modified since the last downloaded will be sent to the MLB.

For an account recovery/re-creation (in the instance where
the hardware was replaced and/or defaulted), you will select
All. This will send down all of the system information to

the MLB.

2. Click Start

The download process will begin. This process may take as
long as several minutes, depending on the size of the data-
base and the number of segments being downloaded.

Uplo adin g the d atabase

The Upload feature allows the PC user to create an account
using an existing MLB installation as the basis for the account.
All of the programming of the features on the MLB will be
brought up to the currently loaded PassPBijpressaccount.

Any settings in the currently loaded account will be completely
over-ridden in favor of the new settings retrieved from the
MLB. This means that any data which is not stored on the MLB
will be lost for this account, including some resource names and
much of the cardholder auxiliary information (Address, Picture,
Notes, Custom Fields, etc.).

As a normal course of events, the Upload feature will not be
used often. It should only be used in extreme cases where it is
required that a new account be created by using the existing
MLB programming.
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To upload the database, follow the procedure below:

1. From the Config menu, selectUpload

The Upload dialog box appears:

Al

—Modules Per MLE
[T MLE1 [T MLE2 |~ MLEZ [ MLE4 MLE 4]
[T MLES |~ MLEE |~ MLE? [ MLES L
[T MLES |~ MLE10 = MLE11 [ MLE12 |

I~ MLE13 [~ MLE 14 [T MLE15 [T MLE 16

—Global Pragam Entitie:
I~ Schedules I~ Relay Groups Abart |
I~ Day Templates I~ Trigger Groups
I~ Access Groups I~ Access Pt Groups X Close |
I~ Ewents I~ Zone Groups
I~ Areas I~ FReader Groups ﬂl
I~ Spstem I~ Cardholders

Complete |

The data to be uploaded is broken into several segments.
For an upload, the only possible setting\lis since a partial
upload would not be meaningful. Once 8tartbutton is
clicked, theAbort button is then activated and the upload
begins.

2. Click Start
The upload process will begin.

You may click theAbort button to cancel the upload at any
time prior to the completion of the upload. After the upload
is complete, the dialog box will automatically close and you
will see the new system settings reflected in the account.
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Chapter

13

Using
PassPoint Reports

Reports allow you to quickly view information about the
configuration and operation of your PassPoint system. In this
chapter you will learn:

» About the different types of PassPoint reports

* How to use the Event Reporter to run system reports
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PassPoint Reportin g

The PassPoint reporting tool allows you to quickly view
configuration and operational information for your system.
Basically, the reporting tools pulls up the data in the PassPoint
database, allowing it to be displayed, printed, sorted and
exported.

There are two kinds of reports: fixed and full query. Fixed
reports are standard PassPoint reports that cannot be changed.
Full query reports allow you to choose more specifically the
type of data that will be displayed. When you select a full query
report, the system calls up a “query builder,” a separate tool in
which you choose the types of data you want displayed and the
order in which you want it.

The table below lists each of the PassPoint reports, along with
its type and a brief description:

Report Title Type Description
Access Groups | Fixed Access Group Configuration
Access Point Full Query | All Access Point Related Events
Activity
Alarms Full Query | Alarm Events Only (Access Point and

Zones)

Burglary System| Full Query | Burglary System Related Events
Activity
Card Denials Full Query | Access and Egress Denials
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Report Title Type Description
Card Related Full Query | Events that pertain to Cardholders
Events
Card Trace Full Query | Card Trace Events
Events
Cards (All) Full Query | All CardHolders, Sorted by Last

Name

Cards by Full Query | All Cards, Sorted by Department
Department
Cards in Access| Full Query | All Cards where Assigned Access
Group Group = Supplied Acc Grp
Cards in Full Query | All Cards in a Supplied Department
Department
Day Templates | Fixed Day Template Configuration
Event Actions Fixed Event Action Configuration
Events (All) Full Query | All Events in Chronological Order
Events (In date | Full Query | All Events Within a Supplied Date
range) Range
Exec Priv Cards| Full Query| All Executive Privilege Cards
Hardware Fixed Hardware Module Configuration
Module
Configuration
Manual Grants Full Query | All Manual Access Grants
Operator Full Query | All Events caused by Operator

Related Events

Actions
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Report Title Type Description
Report List Full Query | Available Reports
Schedules Fixed Schedule Configuration
System Wide Fixed System Wide Options Configuratior]
Options
Time & Full Query | Chronological Card Activity Within
Attendance Date Range
Zone Activity Full Query | Zone Related Events

All of events tools are run from the Event Reporter. When run,
each report will give you detailed information about the
PassPoint parameter you selected. For instance, running the
Day Template report will provide you with detailed information
about all of your system’s Day Templates.

Using the Event Rep orter

The Event Reporter is the PassPoint tool used to run/view
reports. To launch the Event Reporter, séRsgiortingfrom
theToolsmenu. The Event Reporter will appear:

Report Title Motes

& ooess Groups Access Group Configuration

Lz | Add |

Delete | [ Auto Run Buery
Dietails > | I~ Debug Query

j-'L LCloze | ‘? Help
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The Event Reporter displays all of the available reports in a
drop-down list box. To run a report, choose the applicable
report, then clickaunch You may then need to choose
additional parameters for the report before it actually launches.

Each of the fields and buttons of the Event Report are described
below:

Report Title - TheReport Titledrop-down list allows a
selection of the report type that you would like to run. When
you make a selection from this list, tNetesfield will display
information about the report that you have selected.

Notes- TheNotesfield may display a brief description about
the report selected in tiikeport Titlefield.

Launch - Clicking this button will bring up the Report

Selection screen. Some of these reports will run automatically
and open up into a large screen that will allow you to preview
the data before you actually print it. Other reports may ask for
information before running the report. Some reports will open
up a large screen that will allow you to graphically describe the
exact details of the report that you wish to run.

Add - Click button when you want to add a report toReport
Title list. Only reports that have been generated using the
graphical report creator can be added tadRbport Titlelist.

Delete- Click this button to delete a report in tReport Title
list. You can only delete reports that you have created.

Details - Some of the reports in tiieport Titlelist keep
statistics such as last time and date when run. Click this button
to display the report statistics. Once report statistics are
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displayed, this button will change tdH&de button, which will
close the statistic display.

Hide - Some of the reports in tieeport Titlelist keep statistics
such as last time and date when run. Click this button to hide
the report statistics. Once report statistics are hidden, this
button will change to ®isplay button, which will close the
statistic display.

Close- Click this button to close the Report screen.

Viewin g rep orts

Once you've launched a report, the system will search the
database for all the applicable data, then display the report
on-screen in a separate window.

If you've launched a fixed report, the window will look similar
to the one below:

i Module Configuration Report [_]=]

i

‘ System-Wide Options Report for Account #0001 j
Printed on 21-Apr-98, 3:10 PM

Preset Information
Preset Reader type : Prox Card
Interface : Data 1/Data O
Preset RTE Config : MNermally Open
Duress Mode : Soft
Preset DSM Config : MNormally Closed
Relatch : Door Closed
Relay Unlock Time : 003 Seconds
Door Open Time : 015 Seconds
Pre-Alarm Time : 005 Seconds
Card Technology Information
NCC Wiegand 26
Field & : O
Field B : O
Field C : 256
MNCC Ademco Wiegand 34
Fisld A : O
Field B : O

mia1a o~ . AEes
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As you can see, the report displays information about all of the
modules currently enrolled in the system.

At the top of the screen is a tool bar. Using these toolbar
buttons, you can exit the report, print the report, or save the
report for future viewing.

If you've chosen a full query report, the query builder screen

appears:
il PassPoint Reporter [_[O]
File Tables Show SGL Heh
& fu % B 7o 28 fg B
S
Event_Types —
EvertType Event_History —
EveriText Event_Date Personld
- Event_Time Lazthame
EwiType Firsthlame
Resources Restype Midclilelnitial
ResMum EmplDhumber
PersonCardD Addressi
InitTeg Address2
Initincle:x FT—— City -
. £ . 2
; g |Dateln [rimein EvertText [meme Lasthiame
; | M Event History  Event History FEvent Types  Resources Cards
AcsCust AcsCust AcsCust AcsCust AcsCust AczCust
DESCI1) DESC(2)
Coneftion
[e]3
Agregate F
|FIELD MAME Account_Humbe Event_Date Event_Time EventText Resource_Hame LastHame
isible Showy Shawy Sharw Show Show Shaw
Group
Group cond
Local Alias 1 T ™ T2 T3 T6
IED I

From here you can choose which data fields to display, then run
the query.
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System Defaults

Should your PassPoint system ever lose AC power without a
battery backup or be intentionally powered down, there are a
number of default settings that will take effect once power is
restored to the system. These default settings apply to the
operating parameters of the system that are not part of the
configuration database (e.g., the state of relays). Database
configuration (e.g., module configuration, modem
configuration, etc.) will not be affected by a power loss and
restart.

This appendix lists all of the default values that will be
instituted upon power-up. These settings also take place each
time system configuration information is downloaded and the
system enters programming (RCM) mode.

Note that downloading schedules, cards and other ancillary data
does not cause the system to enter programming mode. Only
“installer-related” configuration options cause the system to
enter programming mode.

System Defaults A-1
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Default System Values

The following default system values will be instituted whenever
the PassPoint system loses power and is powered backup.
Remember that a battery backup will keep you from losing the
following program data should an AC loss situation occur.

Uncommitted Relays: Off, Enabled, Precedence Level 0
Uncommitted Triggers: Off, Enabled, Precedence Level O
Uncommitted Readers:  Enabled, Precedence Level O

ID Mode: Card only for card reader

PIN only for keypad
Card+PIN for combination units

Uncommitted Zones: Unshunted, Protected, Precedence
Level O

Access Points: Protected, Precedence Level O

DSM Zone: Unshunted

RTE Zone: Unshunted

Door Control: Relay Off

Pre-Alarm Trigger: Off

Entry ID Mode: Card only for card reader

PIN only for keypad
Card+PIN for combination units

A-2 System Defaults
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Exit ID Mode: Card only for card reader

PIN only for keypad

Card+PIN for combination units
Visual Verification: Off
Anti-Passback Setting:  None

Access Groups: Enabled

Cardholders: All Forgiven, 1 Anti-Passback and
Entry/EXxit violation

Threat Level: 0

Burglary System: Disarmed

power-down. This is because schedules are evaluated upon
system start-up, and the opening actions for OPEN schedules
are performed.

The above settings may be overridden by schedules that are
itf evaluated to be OPEN when the system “wakes up” from

System Defaults A-3
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Keypad Messages

The PassPoint system can use a standard Ademco 6139 alpha-
numeric keypad to display system status and to annunciate
trouble conditions such as door-open time-out alarms. If your
system does contain a keypad, the following appendix lists all
of the messages that the keypad might display while the system
is in use.

Messages appearing on the keypad are not resource-specific.
That is, they do not state which zone is in alarm, which Access
Point is open, etc. If the keypad warns you about such a
condition, you will need to refer to the applicable PassPoint
Expressscreen to find out which resource is being reported on.

Keypad Messages B-1
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Keypad Messages

Following are all the keypad messages that may appear while
the PassPoint system is in use:

SYSTEM NORMAL

LOCAL ONLINE

LOCAL OFFLINE

REMOTE ONLINE

REMOTE OFFLINE

ZONE TRBL

ZONE SHNT

ZONE BYP

ZONE ALARM

RDR DIS

RLY DIS

RLY SUPV

ACCPT SHNT

ACCPT BYP

ACCPT LOCK

All is well

System operating locally

Local system out of contact with PC
System operating via modem
Remote system out of contact with PC
Zone(s) in trouble

Zone(s) shunted

Zone(s) bypassed

Zone(s) in alarm

Reader(s) disabled

Relay(s) disabled

Relay(s) failing supervision

Access point DSM(s) shunted
Access point(s) bypassed

Access point(s) locked

B-2 Keypad Messages
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ACCPT EXIT
ACCPT DO ALARM
ACCPT DOT ALARM
ACCPT RLY SUPV
ACCPT RTE TRB
ACCPT DSM TRB
TRIG DIS

ARMED AWAY
ARMED STAY

PROGRAM (RCM) MODE

MOD COM FAIL
MOD AC LOSS
MOD LOW BATT
DENY OVR

MLB MDM FAIL
AG DIS

OPEN CKT

Access point(s) in exit-only mode

Access point(s) in door-open alarm

Access point(s) in door-open time-out alarm

Access point’s relay(s) failing supervision
Access point’s RTE(S) in trouble
Access point’'s DSM(s) in trouble
Trigger(s) disabled
Burglary system armed away
Burglary system armed stay

System in Programming Mode, DCMs in
Reduced Capability Mode

Communication failure to module(s)

AC loss at module(s)

Low battery at module(s)

Deny Override set
MLB unable to communicate with modem
Access group disabled

MLB getting no response from keypad
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Event Log Messages

This appendix contains a complete listing of all PassPoint event
log messages. The messages in this appendix have been
arranged by type for easier reference.

Event Log Messages C-1
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Event Lo g Messages

Configuration Setting Changes

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dialto CS? | ID Code
Cs?
USER LOG-IN: OccurswhenaUserLogsinto 1 Yes
Menu Mode
USER LOG-OUT: Occurs when a User Logs out 1 Yes
of Menu Mode
AUTO USER The system automatically 2 Yes
LOG-OUT: logged a user out due to the
expiration of the allotted time
without any user activity.
PROG MODE Occurs when the Installer 2 Yes Yes Yes E429
ENTERED: enters Programming Mode Prog
and the remainder of the Mode
system enters Reduced Entry
Capability Mode
PROG MODE Occurs when the Installer exits 2 Yes Yes Yes E430
EXIT: Programming Mode and the Prog
the system returns to normal Mode
operation Exit
SYSTEM Occurs when the Installer 2 Yes Yes Yes E306
DEFAULTS reprograms the system to its Panel
LOADED: factory default settings. Prog
Change
SYSTEM TIME Occurs when a User alters the 2 Yes Yes Yes E625
SET: Time Setting of the System Time Set
USER CODE Occurs when User Log-in 2 Yes
EDITED: Codes are altered
DFLT CARD The Card Recognizer settings 2 Yes
RECOG were defaulted by the
LOADED: Installer.
VISTA I/F CONF Occurs when Installer alters 2 Yes

EDITED:

Vista Panel Interface
parameters
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Configuration Setting Changes (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialedto | Dialto CS? | ID Code
CS?

COMM Occurs when Installer alters 2 Yes
PARAMETERS Modem Communications
EDITED: parameters
NETWORK Occurs when Installer alters 2 Yes
CONFIG EDITED: | the Network Configuration

information
FCLTY/SYS/KPD | Occurs when Installer alters 2 Yes
EDITED: the System Identification

information
AUTHLVLPRIVS | N/A this Revision, but will 2 Yes
EDITED: occur when the Card Holder

Authority Level Privileges are

altered
MODULE LIST Occurs when Installer adds 2 Yes
EDITED: Modules to the Module List
MODULE Occurs when the Installer 2 Yes
CONFIG EDITED: | alters a Module’s hardware

configuration settings
ACCESS PART Occurs when Installer alters 2 Yes
EDITED: Access Partition

Configuration
NAMES EDITED: Occurs when a User Edits th 2 Yes

Name Pool entries
SKEL CARDS Occurs when Installer alters 2 Yes
EDITED: Skeleton Card Configuration
SKEL PINS Occurs when Installer alters 2 Yes
EDITED: Skeleton PIN Configuration
BURG OPTS Occurs when Installer alters 2 Yes
EDITED: Burglary Options Settings
DST OPTIONS Occurs when a User alters th) 2 Yes
EDITED: Daylight Savings Time

Settings.
CARD Occurs when Installer alters 2 Yes
RECOGNIZERS Card Recognizer Settings
EDITED:
SCRIPT EDITED: N/A in this Revision. Occurs 2 Yes

when Script is altered
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Configuration Setting Changes (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialedto | Dialto CS? | ID Code
CS?
EV-ACT RLTN Occurs when a User alters a 2 Yes
EDITED: Event-Action Relationship
HOLIDAYS Occurs when a User alters the 2 Yes
EDITED: Holiday List
DAY TEMPLATE | Occurs when a User alters a 2 Yes
EDITED: Day Template
SCHEDULE Occurs when a User alters a 2 Yes
EDITED: Schedule
ACCESS GROUP | Occurs when User alters an 2 Yes
EDITED: Access Group Configuration
SYSTEM Occurs when the Installer 2 Yes
PRESETS alters the System Preset
EDITED: information
ADMIN Occurs when a User alters the 2 Yes
OPTIONS Administration Options
EDITED:
SYS CONSOLE The Installer has altered the 2 Yes
PARM EDITED: System Console configuratiof
settings.
CONT-ID BASE This event occurs when the 2 Yes
PNTS EDITD: Installer modifies the Contact
Id format Point Codes.
EVENT PRI This event occurs when ausgr 2 Yes
EDITED: alters the event priority list.
EVENT LOG This event occurs when ausgr 2 Yes Yes Yes E621
CLEARED: clears all event log contents. Event
Log
Cleared
READER GROUP | Occurs when a User altersthe 2 Yes
EDITED: Membership of a Reader
Group
RELAY GROUP Occurs when a User alters the 2 Yes
EDITED: Membership of a Relay Group
TRIGGER GROUP| Occurs when a User altersthe 2 Yes

EDITED:

Membership of a Trigger

Group
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Configuration Setting Changes (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialedto | Dialto CS? | ID Code
CS?
ACCPT GROUP Occurs when a User altersthe 2 Yes
EDITED: Membership of an Access
Point Group
ZONE GROUP Occurs when a User alters the 2 Yes
EDITED: Membership of a Zone Grouq
CARD ADDED: Occurs when a Cardholder ig 2 Yes
added
CARD EDITED: Occurs when a Cardholder’'s 2 Yes
configuration data is altered
CARD DELETED: | Occurs when a Cardholder i 2 Yes
deleted from the system
Access Point Related Events
Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to ID Code
Central Central Sta
Station
PROTECT Occurs when an Access Poirnt 1 Yes Yes Yes R577
ACCESS POINT: | is setto it's normal operation Access
state. In Protect Mode, the Point
Access Point will service Protect
entries and exits as determingd
by the Access Point’s
configuration.
BYPASS ACCESS| Occurs when an Access Poirjt 1 Yes Yes Yes E577
POINT: has been set to Bypassed Access
Mode. This Access Point no Point
longer requires Card swipes qr Bypass

RTE Zone Faults to request
Entry or Exits. The locking
mechanism is disengaged, a
the door can swing freely.
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Access Point Related Events (Con't)

not accept any entry or exit
requests.

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to ID Code
Central Central Sta
Station
EXIT ONLY Occurs when an Access Point 1 Yes Yes Yes R577
ACCESS POINT: | is setto Exit-Only mode. Thg Access
Access Point will only accept Point
requests to exit through the Protect
Access Point either via an
RTE Zone or an Exit Reader]
TIMED BYP Occurs when an Access Poirnt 1 Yes Yes Yes E577
ACCPT START: has been set to Timed Access
Bypassed Mode. This Accesp Point
Point no longer requires Car( Bypass
swipes or RTE Zone Faults t
request Entry or Exits. The
locking mechanism is
disengaged, and the door can
swing freely. The Access
Point will automatically return
to the Protected Mode at the
expiration of the given time
period.
TIMED BYP- Occurs when an Access Point 1 Yes Yes Yes R577
>PROT ACCPT: is automatically set to it's Access
normal operation state. In Point
Protect Mode, the Access Protect
Point will service entries and
exits as determined by the
Access Point’s configuration.
LOCK ACCESS Occurs when an Access Point 1 Yes Yes Yes R577
POINT: is set to the Locked Access
operational state. When Point
Locked, the Access Point will Protect
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Access Point Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to ID Code
Central Central Sta
Station
SHUNT ACCPT Occurs when an Access 1 Yes Yes Yes E433
DSM: Point’s Door Status Monitor Access
Zone is Shunted. The Access Point
Point will operate as though i DSM
did not have a Door Status Shunt

Monitor Zone assigned and
wired to it. This might have
been done by a user if the
DSM Zone is awaiting repair,

UNSHUNT Occurs when an Access 1 Yes Yes Yes R433
ACCPT DSM: Point’s Door Status Monitor Access
Zone is Unshunted. The Point
Access Point will once again DSM
operate using the Door Statup Unshunt
Monitor Zone assigned and
wired to it. This might have
been done by a user if the
DSM Zone returns to normal
operation (ie. it was repaired).
SHUNT ACCPT N/A in this revision. Occurs 1 Yes Yes Yes E433
RTE: when an Access Point’s Access
Request to Exit Zone is Point
Shunted. The Access Point RTE
will operate as though it did Shunt
not have a RTE Zone assigndd
and wired to it. This might
have been done by a user if the
RTE Zone is awaiting repair.
UNSHUNT N/A in this revision. Occurs 1 Yes Yes Yes E433
ACCPT RTE: when an Access Point’s Access
Request to Exit Zone is Point
Unshunted. The Access Point RTE
will once again operate using Unshunt

the RTE Zone assigned and
wired to it. This might have
been done by a user if the RT
zone returns to normal
operation (ie. it was repaired).
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Access Point Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to ID Code
Central Central Sta
Station
ACCPT RESUME: | The Access Point was set tq 1 Yes
resume any scheduled
operation.
EXIT ONLY Occuerswhen an Access Point 1 Yes
ACCPT GRP: Group is set to Exit-Only
PROTECT ACCPT| Occuers when an Access Point 1 Yes
GRP: Group is set to Protect
BYPASS ACCPT | Occuerswhen an Access Point 1 Yes
GRP: Group is set to Bypassed
LOCK ACCPT Occuerswhen an Access Point 1 Yes
GRP: Group is set to Locked
ACCPT CLEAR The precedence level of the 1 Yes
PREC: Access Point was cleared to
zero. Any initiator may now
control this Access Point.
ACCPT GRP The precedence level ofallthp 1 Yes
CLEAR PREC: Access Points in the indicatedl
Access Point Group were
cleared to zero. Any initiator
may now control these Accesp
Points.
ACCPT GROUP The Access Points in the givep 1 Yes
RESUME: Access Point Group were sef
to resume any scheduled
operation.
ACCPT NO Occurs when an Access Point 1 Yes
ANTIPASSBACK: | is set to have no Anti-
Passback restrictions.
ACCPT SOFT Occurs when an Access Point 1 Yes
ANTIPASSBACK: | is set to have Soft Anti-
Passback restrictions.
Cardholders who violate the
Anti-Passback rules will
generate a Soft Anti-Passbagk

Violation Event, but will be

granted Access.
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Access Point Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to ID Code
Central Central Sta
Station
ACCPT HARD Occurs when an Access Point 1 Yes

ANTIPASSBACK: | is setto have Hard Anti-
Passback restrictions.
Cardholders who violate the
Anti-Passback rules will be
Denied Access.

Relay Related Events

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
RELAY ON: Occurs when an Relay Outpyt 1 Yes Yes

is turned ON, and the Relay is
configured for “Controlled”
operation. The Normally ope
contacts of the Form-C Relay
will be connected, and the no
mally closed contacts of the
Form-C Relay will be discon-
nected.

RELAY OFF: Occurs when an Relay Outpy
is turned OFF, and the Relay i
configured for “Controlled”
operation. The Normally oper
contacts of the Form-C Rela
will be disconnected, and the)
normally closed contacts of
the Form-C Relay will be con
nected.

—
=

Yes Yes

[
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Relay Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

RELAY CYCLE
INITIATED:

Occurs when an Relay Outpy
is turned ON, and the Relay i
configured for “One-Shot” or
“Repeating” operation. The
contacts of the Output Relay
will behave in a cyclic man-
ner.

—

Yes

Yes

RELAY CYCLE
ENDED:

Occurs when an Relay Outpy
is automatically turned OFF,
after the execution of the spe
ified number of repeat countg
when the Relay is configured
for “Repeating” operation.
The Normally open contacts
of the Form-C Relay will be
disconnected, and the normg
ly closed contacts of the Form
C Relay will be connected.

—

Yes

Yes

RELAY CYCLE
ABORTED:

Occurs when an Relay Outpy
is turned OFF, and the Relay |
configured for “One-Shot” or
“Repeating” operation. The
Normally open contacts of thg
Form-C Relay will be discon-
nected, and the normally

closed contacts of the Form-¢

Relay will be connected.

—

L

Yes

Yes

RELAY
DISABLED:

This event occurs when an
Output Relay is Disabled. Th
Output Relay will remain in

it's current state (on or off) unt

til Enabled. Relay On and Rq
lay Off commands will no
longer be responded to for thi
Output Relay.

Yes

Yes

Yes

E520
Relay
Disable

RELAY
ENABLED:

This event occurs when an
Output Relay is Enabled. Th
Output Relay will return to a

commandable state.

Yes

Yes

Yes

R520
Relay
Enable
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Relay Related Events (Con't)
Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
RELAY GROUP Occurs when a Relay Groupis 1 Yes
DISABLED: Disabled
RELAY GROUP Occurs when a Relay Groupis 1 Yes
ENABLED: Disabled
RELAY RESUME: | The Output Relay was set to 1 Yes
resume any scheduled opera-
tion.
RELAY GROUP Occurs when a Relay Groupis 1 Yes
ON: turned On
RELAY GROUP Occurs when a Relay Groupis 1 Yes
OFF: turned Off
RELAY CLEAR The precedence level of the 1 Yes
PREC: Output Relay was cleared to
zero. Any initiator may now
control this Output Relay.Yeq
RELAY GROUP The precedence level ofallthp 1 Yes
CLEAR PREC: Output Relays in the indicate
Relay Group were cleared to
zero. Any initiator may now
control these Output Relays.
RELAY GROUP The Output Relays in the giv 1 Yes
RESUME: en Relay Group were set to re-
sume any scheduled operatign.
Trigger Related Events
Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
TRIGGER ON: Occurs when a Output Trigger 1 Yes Yes
is turned ON, and the Trigge
is configured for “Controlled”
operation. The open-collecto
Trigger Output will sink cur-
rent.
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Trigger Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

TRIGGER OFF:

Occurs when a Output Trigg
Output is turned OFF, and th
Relay is configured for “Con-
trolled” operation. The open-
collector Trigger Output will
go to a high-impedence stateg
and cease to draw current.

o)

1

q
=

Yes

Yes

TRIGGER
CYCLE
INITIATED:

Occurs when an Output TrigH
ger is turned ON, and the Trid
ger is configured for “One-
Shot” or “Repeating” opera-
tion. The open collector Out-
put Trigger will behave in a
cyclic manner.

Yes

Yes

TRIGGER

CYCLE ENDED:

Occurs when an Output Trig
ger is automatically turned
OFF, after the execution of th
specified number of repeat
counts when the Trigger is
configured for “Repeating”
operation. The open-collecto
Trigger Output will go to a
high-impedence state and
cease to draw current.

Yes

Yes

TRIGGER
CYCLE
ABORTED:

Occurs when an Output Trig-|
ger is turned OFF, and the
Trigger is configured for
“One-Shot” or “Repeating”
operation. The open-collecto
Trigger Output will go to a
high-impedence state and
cease to draw current.

Yes

Yes
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Trigger Related Events (Con't)
Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
TRIGGER This event occurs when an 1 Yes Yes Yes E520
DISABLED: Output Trigger is Disabled. Relay
The Output Trigger will re- Disabled
main in it's current state (on o
off) until Enabled. Trigger On
and Trigger Off commands
will no longer be responded t
for this Output Trigger.
TRIGGER This event occurs when an 1 Yes Yes Yes R520
ENABLED: Output Trigger is Enabled. Relay
The Output Trigger will return Enabled
to a commandable state.
TRIGGER GROUP| Occurs when a Trigger Group 1 Yes
DISABLED: is Disabled
TRIGGER GROUP | Occurs when a Trigger Group 1 Yes
ENABLED: is Disabled
TRIG RESUME: The Output Trigger was setto 1 Yes
resume any scheduled opera-
tion.
TRIG GROUP ON:| Occurs when a Trigger Groyp 1 Yes
is turned On
TRIG GROUP Occurs when a Relay Groupis 1 Yes
OFF: turned Off
TRIG CLEAR The precedence level of the 1 Yes
PREC: Output Trigger was cleared t
zero. Any initiator may now
control this Trigger.
TRIG GROUP The precedence level ofallthp 1 Yes
CLEAR PREC: Output Triggers in the indicatf
ed Trigger Group were clearefl
to zero. Any initiator may
now control these Triggers.
TRIG GROUP The Output Triggers in the 1 Yes
RESUME: given Trigger Group were se
to resume any scheduled opégr-
ation.
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Reader Related Events

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
READER This eventoccurswhenanUunp- 1 Yes Yes Yes E501
DISABLED: committed Reader is Disabled. Reader
The Reader will no longer prot Disable
cess Card Swipes.
READER This eventoccurswhenanunp- 1 Yes Yes Yes R501
ENABLED: committed Reader is Enabled. Reader
The Reader will process Cardl Enable
Swipes.
READER GROUP | Occurs when a Reader Group 1 Yes
DISABLED: is Disabled
READER GROUP | Occurs when a Reader Group 1 Yes
ENABLED: is Disabled
READER The Uncommitted Reader wals 1 Yes
RESUME: set to resume any scheduled
operation.
READER CLEAR | The precedence level of the 1 Yes
PREC: Uncommitted Reader was
cleared to zero. Any initiator
may now control this Reader
READER GROUP | The precedence level ofallthe 1 Yes
CLEAR PREC: Uncommitted Readers in the
indicated Reader Group werg
cleared to zero. Any initiator
may now control these Read
ers.
READER GROUP | The Uncommitted Readers irj 1 Yes
RESUME: the given Reader Group wer¢
set to resume any scheduled
operation.
READER EVENT: | A card was swiped at an Un 1 Yes Yes
committed Reader.
READER ACK: A card was used at an Uncon- 0 Yes

mitted Reader and the swipe
was processed as accepted.
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Reader Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
READER NACK: A card was used at an Uncom- 0 Yes
mitted Reader and the swipe
was processed as denied.
READER ID Occurs when an Uncommitted 1 Yes
METH: Reader’s Identification Meth-
od is altered. For example,
this occurs when the Id Meth
od of a Reader is changed to|
Card followed by PIN
Zone Related Events
Event Cause Default | Priority Logged | Can be | Defaulted to | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
BYPASS ZONE: Occurs when an Uncommittgd 1 Yes Yes Yes E570
Zone is Bypassed. This zong Zone
will no longer cause an alarn. Bypass
PROTECT ZONE: | Occurs whenan Uncommitted 1 Yes Yes Yes R570
Zone is Bypassed. This zong Zone
will may cause an alarm if the Bypass
Burglary System is armed apt Restore
propriately for the zone's re-
sponse type.
BYPASS ZONE Occurs when a Zone Group is 1 Yes
GROUP: Bypassed
PROTECT ZONE | Occurs when a Zone Group is 1 Yes
GROUP: Protected
SHUNT ZONE: Occurs when an Uncommitted 1 Yes Yes Yes E576
Zone is Shunted. This zone' Zone
status will no longer be moni Shunt

tored by the system. The zonge
can no longer cause an alarn.
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Zone Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

UNSHUNT ZONE:

Occurs when an Uncommitte
Zone is Unshunted. The sys
tem will once again monitor
the zone input. This zone wil
may cause an alarm if the Bu
glary System is armed appro
priately for the zone’s
response type.

Yes

Yes

Yes

R576
Zone
Unshunt

ZONE CLEAR
PREC:

The precedence level of the
Uncommitted Input Zone waq
cleared to zero. Any initiator
may now control this Zone.

Yes

ZONE GROUP
CLEAR PREC:

The precedence level of all th
Uncommitted Input Zones in
the indicated Zone Group
were cleared to zero. Any in
tiator may now control these
Zones.

14

Yes

ZONE GROUP
RESUME:

The Uncommitted Input
Zones in the given Zone
Group were set to resume an
scheduled operation.

Yes

ZONE RESUME:

The Uncommitted Input Zon
was set to resume any sched

1

uled operation.

Yes
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Other Control Related Events

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
PRECEDENCES | Precedences of all Access 1 Yes
CLEARED: Points, Output Relays, Output
Triggers, Uncommitted Zone
Inputs and Uncommitted
Readers were cleared to zerg.
Any initiator may now control
these resources.
SCRIPT The indicated Script Functior] 1 Yes
DISABLED: will no longer execute when
invoked.
SCRIPT The indicated Script Function 1 Yes
ENABLED: will execute when invoked.
SCRIPT TIMER This event occurs when a prg- 1 Yes
EXPIRED: gramatical script timer decre
ments to 0 seconds
SCRIPT TIMER This event occurs when a prg- 1 Yes
CLEARED: gramatical script timer is

forcefully cleared to 0 seconds
- generally to prevent and
event/action this is pro-
grammed to happen on the
script timer expiration from
firing.
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Scheduling Related Events

Event Cause Default | Priority Logged | Can be | Defaulted to | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
SCHEDULES The Schedules were synchrg- 1 Yes
SYNCHRONIZED: | nized and re-evaluated. The
Opening Action of all OPEN
schedules was executed.
DST START: Daylight Savings Time was 1 Yes
Started.
DST END: Daylight Savings Time was 1 Yes
Ended.
Access Control Related Events
Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
THREAT LEVEL Occurs when the operational 5 Yes Yes Yes E431
CHANGED: Threat Level of the system is| Threat
altered Lvl Chg
EGRESS A card was swiped at an EXxit 1 Yes Yes
REQUEST: Reader of an Access Point.
ACCESS A card was swiped at an Entr 1 Yes Yes
REQUEST: Reader of an Access Point.
DURESS Aduress PIN codewasused it 4 Yes Yes Yes E124
ACCESS EVENT: | an Entry Reader of an Accesp Duress
Point. The cardholder was Acc Grt
granted access.
DURESS EGRESS| Aduress PIN code wasused it 4 Yes Yes Yes E125
EVENT: an Exit Reader of an Access Duress
Point. The cardholder was Egr Grt
granted egress.
EXEC ACCESS A cardholder who's card was| 1 Yes Yes Yes E422
GRANT: configured as having Execu- Acc Grt

tive Priviledges was granted
access.
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Access Control Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
ACCESS GRANT: | A cardholder was granted a¢- 1 Yes Yes Yes E422
cess. Acc Grt
EXEC EGRESS A cardholder who's card was| 1 Yes Yes Yes E425
GRANT: configured as having Execu- Egr Grt
tive Priviledges was granted
egress.
EGRESS GRANT: | A cardholder was granted 1 Yes Yes Yes E425
egress. Egr Grt
PIN RETRY A tamper condition has oc- 1 Yes
LOCKOUT: cured indicateing that too

many invalid PIN entries werg
attempted at an Access Poin{.
The number of tries are con-
figureable by the Installer, as|
is the number of seconds for
which the Access Point will bg
ignored following the tamper

condition.
MANUAL A user manually granted an 1 Yes
ACCESS GRANT: | Access cycle at an Access

Point.
MAN ACCESS A user manually granted an 1 Yes

GRANT WITIME: | Access cycle at an Access
Point. Special timing parameg
ters were used by this grant,
such as unlock time, door open
time, and pre-alarm timing.

EGRESS DENIED:| A cardholder swiped invalidl 1 Yes Yes Yes E425
at an Access Point’s Entry Egress
Reader. See Access Denied Denied

event for reason list.
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Access Control Related Events (Con't)

normal operation. This event
can only occur if a Door Statug
Monitor Zone is configured
for the Access Point.

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
ACCPT DOOR After granting access or 2 Yes Yes Yes E426
TIME: egress, an Access Point Dooy Door
was held open longer than the Prop
allotted Door Open Time. Thq Alarm
Access Point will not accept
card swipes until the door is
closed properly. This event
can only occur if a Door Statug
Monitor Zone is configured
for the Access Point.
ACCPT DOOR After granting access or 2 Yes Yes Yes R426
TIME REST: egress, an Access Point Doo| Door
that was held open longer than Prop
the allotted Door Open Time Alarm
has been closed properly. The Restore
Access Point will now revert
to normal operation. This
event can only occur if a Doo
Status Monitor Zone is config
ured for the Access Point.
ACCPT DOOR An Access Point Door was 3 Yes Yes Yes E423
OPEN ALARM: forced open without proper ag- Door
cess or egress being granted. Force
The Access Point will not ac-| Alarm
cept card swipes until the dodr
is closed properly. This event
can only occur if a Door Statug
Monitor Zone is configured
for the Access Point.
ACCPT DOOR An Access Point Door was 3 Yes Yes Yes R423
OPEN REST: forced open without proper ag- Door
cess or egress being granted Force
has been closed. The Accesy Alarm
Point will will now revert to Restore
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Access Control Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
ACCPT ACC An Access Grant Event oc- 1 Yes Yes
GRANT NO cured, but no one opened thg
ENTR: door to enter the protected af-

ea. This event can only occu
if a Door Status Monitor Zone|
is configured for the Access

Point.
ACCPT EGR An Egress Grant Event oc- 1 Yes Yes
GRANT NO cured, but no one opened thg
EGRS: door to exit the protected areg.

This event can only occur if g
Door Status Monitor Zone is
configured for the Access

Point.
ACCPT RTE A request to exit was per- 1 Yes Yes
GRANT NO formed, but no one opened the
EGRS: door to exit the protected ared.

This event can only occur if g
Door Status Monitor Zone an
a Request to Exit Zone is col
figured for the Access Point.

ACCPT RTE A request to exit was per- 1 Yes Yes
GRANTED: formed. This event can only
occur if a Request to exit Zong
is configured for the Access
Point.

ACCPT RTE A request to exit was per- 1 Yes
RETRIGGERED: | formed while the door was
still open. This event can onl
occur If a Request to Exit
Zone and a Door Status Mon
tor Zone is configured for the
Access Point.
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Access Control Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

ACCESS DENY
OVR:

Access was granted due to a
Deny Override condition.
This generally means that thq
cardholder would have been
denied, but since the Adminig
tration option of Deny Over-
ride was set, the cardholder
was granted. The reason wh
the card was denied will also
be displayed.

h

Yes

Yes

Yes

E422
Access
Grant

EGRESS DENY
OVR:

Egress was granted due to a
Deny Override condition. Thig
generally means that the car
holder would have been de-
nied, but since the
Administration option of
Deny Override was set, the
cardholder was granted.The
reason why the card was de-
nied will also be displayed.

)

Yes

Yes

Yes

E425
Egress
Grant

ACC DENY OVR
UNKN:

An unknown card was grante
access due to a Deny Overrid
condition. This generally

means that the unknown car
would have been denied, but
since the Administration op-
tion of Deny Override was set]
the card was granted.

)

Yes

Yes

Yes

E422
Access
Grant

EGR DENY OVR
UNKN:

An unknown card was grante
egress due to a Deny Overrid
condition. This generally

means that the unknown car
would have been denied, but
since the Administration op-
tion of Deny Override was set]
the card was granted.

[

Yes

Yes

Yes

E422
Egress
Grant
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Access Control Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
CARDHLDR IN The Cardholder was denied, 1 Yes
WRONG PARTN: | and the current location of th¢
cardholder was checked and
found that the cardholder hag
somehow traversed into an
area in which they should no
be. The cardholder was foung
to be in the wrong Access Pay-
tition.
VISUAL A user was asked to visually 5 Yes
VERIFICATION verify a cardholder.
REQ:
ACCESS DENIED | Access was denied to a card 3 Yes Yes Yes E421
W/DR OPEN: holder, but the door was al- Access
ready open. This means thal Denied
an invalid cardholder may
have entered the premises.
EGRESS DENIED | Egress was denied to a card 3 Yes Yes Yes E424
W/DR OPEN: holder, but the door was al- Egress
ready open. This means thal Denied
an invalid cardholder may
have exited the premises.
ACCPT DOOR During Bypass Mode, an Ac- 1 Yes
OPEN: cess Point Door opened. This
event will only occur if Door
Status Monitor Zone is config
ured for the Access Point.
ACCPT DOOR During Bypass Mode, an Ac- 1 Yes
CLOSED: cess Point Door closed. Thig
event will only occur if Door
Status Monitor Zone Is config
ured for the Access Point.
ACCESS GRP NO| The indicated Access Group 1 Yes

EN/EX:

was configured to disregard
any Entry/Exit requirements.
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Access Control Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

ACCESS GRP
SOFT EN/EX:

The indicated Access Group
was configured to abide by th
Entry/Exit requirements.
However, if a member of the
Access Group violates the E
try/Exit rules, the cardholder
may be granted access or
egress, depending on the re-
maining access control con-
straints. However, a Soft
Entry/Exit Violation event
will be generated.

Yes

ACCESS GRP
HARD EN/EX:

The indicated Access Group
was configured to abide by th
Entry/Exit requirements. De-
pending on the remaining ac
cess control constraints, the
cardholder may be denied ad
cess due to the violation.

Yes

SOFT EN/EX
VIOLATION:

A cardholder was granted ac
cess or egress butwas detect]
as violating the Entry/Exit
rules.

ed

Yes

SOFT ANTIPB
VIOLATION:

A cardholder was granted ac
cess or egress, but was dete
ed as violating the Anti-
Passback rules. This event cg
only occur at an Access Poin
that was set to operate in So
Anti-Passback Mode. Note
that Hard Anti-Passback vio-
lations would have resulted ir|
a denial of access or egress.

Ct-

It

—

Yes

CARD TRACE
EVENT:

A card that was set to genera
a Trace event was swiped at g
Uncommitted Reader or at th

Entry or Exit Reader of an Ac}

cess Point.

> @
N

Yes
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Access Control Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

ACCPT ENTRY
ID METH:

Occurs when an Access
Point’s Entry Identification
Method is altered. For exam
ple, this occurs when the Entr
Id Method of an Access Poin
is changed to Card followed
by PIN

Yes

ACCPT EXIT ID
METH:

Occurs when an Access
Point’s Exit Identification
Method is altered. For exam
ple, this occurs when the Exi
Id Method of an Access Poin
is changed to Card followed
by PIN

Yes

ACCPT NO
VISUAL VER:

Occurs when an Access Poir
is set to have no Visual Verifi
cation of the Cardholder be-
fore granting access.

Yes

ACCPT VISUAL
VERIF:

Occurs when an Access Poir
is set to require Visual Verifi-
cation of the Cardholder be-
fore granting access. The us
terminal at which a User will
be prompted to visually verify|
the Cardholder will be speci-
fied.

h

=

Yes

ALL ENTRY/
EXIT FORGIVEN:

Occurs when a User Forgive:
all the Entry/Exit status of all
Cardholders. All Cardholderg
will be given “one free-pass”.

b

Yes

ENTRY/EXIT
FRGVN FOR CH:

Occurs when a User Forgive:
the Entry/Exit status of a sin-
gle Cardholder. The Card-
holder will be given “one free
pass”.

b

Yes

ALL ANTIPB
FORGIVEN:

Occurs when a User Forgive:
all the Anti-Passback status d
all Cardholders. All Card-
holders will be given “one
free-pass”.

b

=

Yes
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Access Control Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
ANTIPB Occurs when a User Forgive$ 1 Yes
FORGIVEN AT the Anti-Passback status of a|l
ACCPT: Cardholders who have passqd
through a given Access Point
The Cardholders will be giver
“one free-pass”.
ANTIPB Occurs when a User Forgives 1 Yes
FORGIVEN FOR | the Anti-Passback status of g
CH: single Cardholder. The Cardf
holder will be given “one free
pass”.
ACCESS GROUP | OccurswhenanAccessGroup 1 Yes
DISABLED: is Disabled
ACCESS GROUP | OccurswhenanAccess Group 1 Yes
ENABLED: is Enabled
UNRECOGNIZAB | A card was swiped at a card 1 Yes
LE CARD: reader that had an unrecog-
nizeable format.
CARD EXP This event indicates that the 1 Yes

COUNTS BACK
UP:

Access Control System has

permanently stored any access

card expiration counts. This
will occur once a day, as wel

as whenever the system is shut

down or program mode is en
tered.

Remote Connection Related Messages

These events will only occur if the Access Control System is administered remotely using modem communications.

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
MODEM ERROR: | The Access Control Systemfs 2 Yes Yes Yes E333
experiencing trouble commu{ Module
nicating with a modem. Comm
Fail
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Remote Connection Related Messages (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
MODEM The Access Control System 2 Yes Yes Yes R333
RESTORE: has successfully communicat- Module
ed with a modem after experi- Comm
encing a modem error. Fail Rest
CAN NOT The Access Control System 2 Yes Yes Yes E354 Faif
CONNECT: could not reach its PC Host. to Comm
BAD MODEM The Modem Initialization 2 Yes
INIT STRING: String has been configured im-
properly.
BAD DIAL The Modem Dialing Preamblq 2 Yes
PREAMBLE String has been configured im-
STRING: properly.
BAD PHONE The Modem Phone Book 2 Yes
NUMBER: Phone Numbers have been
configured improperly.
BAD CONN The Modem Connection Com- 2 Yes

COMPL STRNG: pletion String has been config
ured imporperly.
DIALOUT The system has initiated an 2 Yes
INITIATED: outgoing call to a host PC in
order to upload event history,|
The reason for the call will be

given.
CALL IN The system has answered a 2 Yes
ANSWERED: call using its modem.
REMOTE CNCT A modem based remote con- 2 Yes
TERMTD-NORM: | nection was terminated nor-

mally.
REMOTE CNCT A modem based remote con- 2 Yes

TERMTD-NOCA: nection was terminated due t
a loss of modem carrier signgl.

REMOTE LOGIN | The allotted time for a PC 2 Yes
TIMEOUT: User to log in for a remote mg-
dem based connection expireg
without a successfull login.
The system terminated the rqg
mote connection.

1=}

o
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DEFLT PHNEBK | After not being able to find the 2 Yes

ENTRY USED: appropriate phone book entry,
the Access System called thg
first phone number by defaulf.

Diagnostic and Test Mode Events

Event Cause Default | Priority Logged | Can be Defaultedto | Contact

Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station

ACCPT RTE ZNE | The Request to Exit Zone of | 2 Yes Yes Yes E428

TRB: an Access Point is experienct Access
ing a wiring trouble condition. Point
This event can only occur if g RTE
Request to Exit Zone is con- Trouble
figured for the Access Point.

ACCPT RTE TRB | The Request to Exit Zone of | 2 Yes Yes Yes R428

REST: an Access Point is no longer Access
experiencing a wiring trouble Point
condition. This event can only RTE
occur if a Request to Exit Zong Trouble
is configured for the Access Restore
Point.

ACCPT DSM ZNE | The Door Status Monitor Zong 2 Yes Yes Yes E427

TRB: of an Access Point is experi- Access
encing a wiring trouble condi Point
tion. This event can only occu DSM
if a Door Status Monitor Zone| Trouble
is configured for the Access
Point.

ACCPT DSM TRB | The Door Status Monitor Zong 2 Yes Yes Yes R427

REST: of an Access Point is no longgr Access
experiencing a wiring trouble Point
condition. This event can only DSM
occur if a Door Status Monitof Trouble
Zone is configured for the Ac Restore

cess Point.

C-28 Event Log Messages

Technical Manuals Online! - http://www.tech-man.com




PassPoint Express User Guide

Diagnostic and Test Mode Events (Con't)
Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station

ACCPT RELAY The Door Control Relay of an 2 Yes Yes Yes E432

SUPV FAIL: Access Point that operates the Access
door’s locking mechanism hag Point
detected that the locking de- Relay
vice’'s power has failed. This| Supervisi
event can only occur if the Act on Fail
cess Point’'s Door Control Re}
lay was configured to monito
the voltage of the locking de-|
vice.

ACCPT RLY The Door Control Relay of anl 2 Yes Yes Yes R432

SUPV REST: Access Point that operates thHe Access
door’s locking mechanism hag Point
detected that the locking de- Relay
vice's power has returned. Supervisi
This event can only occur if on
the Access Point’s Door Con Restore
trol Relay was configured to
monitor the voltage of the
locking device.

RELAY SUPV The Output Relay has detectgd?2 Yes Yes Yes E320

FAIL: that its controlled device's Relay
power has failed. This event Supervisi
can only occur if the Output on Fail
Relay was configured to mon-
itor the voltage of the con-
trolled device.

RELAY SUPV The Output Relay detected | 2 Yes Yes Yes R320

REST: that the power has returned tp Relay
its controlled device. This Supervisi
event can only occur if the on
Output Relay was configured| Restore
to monitor the voltage of the
controlled device.

COMM FAIL: The Main Logic Board has ex} 2 Yes Yes Yes E333
perienced a comminications Comm
failure with the indicated mod Fail
ule.
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Diagnostic and Test Mode Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station

COMM FAIL The Main Logic Board has ex- 2 Yes Yes Yes R333

RESTORE: perienced a return of commin- Comm
ications with the indicated Fail
module. Restore

LOW BATTERY: A module within the system i 2 Yes Yes Yes E338
experiencing a Low Battery Module
condition. This event will Low
only occur at modules which Battery
have been programmed to
monitor their battery condi-
tion.

LOW BATT A module within the system | 2 Yes Yes Yes R338

RESTORE: that was experiencing a Low Module
Battery condition has detectefl Low
that the battery has now been Battery
properly charged. This even Restore
will only occur at modules
which have been programmef
to monitor their battery condi
tion.

AC PWR LOSS: A module within the system is 2 Yes Yes Yes E342
experiencing an AC Loss cor}- Module
dition. This event will only AC Loss
occur at modules which have
been programmed to monitof
their AC Power condition.

AC PWR A module within the system | 2 Yes Yes Yes R342

RESTORE: that was experiencing an AC Module
Loss Condition has detected AC
that the AC line power has Restore
now been re-applied. This
event will only occur at mod-
ules which have been pro-
grammed to monitor their AC
Power condition.
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Diagnostic and Test Mode Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
WALK TEST This event indicates that a 2 Yes
ZONE MISSED: Burglary Walk Test was per-
formed, but the indicated Un-
committed Zone was not
successfully tested.
REQEST This event appears whena | 1 Yes
MODULE User manually initiates a mod-
STATUS: ule status request when doing
module test.
MODULE This event contains the instafn-1 Yes
STATUS: taneous status of the indicateld
module’s inputs. The infor-
mation presented by this event
can be decoded by diagnosti
software.
ZONE GLASS This event occurs when a Usegr 1 Yes
RESET: initiates a latching glass breal
reset function. This process
will reset a fired latching glasg
break detector.
MODULE This is a diagnostic event that 2 Yes
EEROM CS indicates that a module has de-
ERROR: tected a problem with its inter+
nal configuration data.
SYSTEM RESET: Occurs when the system pow?2 Yes Yes Yes E305
ers up or resets in response {o System
a user request. Reset
SYSTEM Occurs when the systemis | 5 Yes Yes Yes E308
SHUTDOWN: shutdown due to a user request System
or in response to a power loss. Shutdow
n
WALK TEST Burglary System Walk Test | 1 Yes Yes Yes E607
START: Started by a User Burg
Walk
Test Start
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Diagnostic and Test Mode Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
WALK TEST Burglary System Walk Test | 1 Yes Yes Yes R607
END: Started by a User Burg
Walk
Test End
WALK TEST N/A in this revision. Walk 2 Yes
MISSED: Test Time Period expired
without a Walk Test being
performed
SCRIPT ERROR: This event occurs when an |ni Yes
ternal error is encountered
while executing an Action
Script. The type of error that
occured will be displayed.
MANUAL SYS This event indicates that the | 1 Yes Yes Yes E311
RESET: Access Control System was Engineer
deliberately reset by a User Reset
NETWORK This event indicates that net-| 1 Yes
INPUT work message traffic within
OVERFLOW: the Access Control System
was too heavy and that one qr
more network communica-
tions messages may have begn
missed.
CARD DECK The cardholder database was 2 Yes
CORRUPT: found to contain an eror. A
user should execute a card-
holder deck database defrag
mentation.
DIALER TEST: A periodic test report was sent 2 Yes Yes Yes E602
to a monitoring central statior]. Periodic
Dialer
Test
COMM FAIL: A monitoring central station | 2 Yes Yes Yes E350
could not be reached Centrl
Station
Comm
Fail
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Diagnostic and Test Mode Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
MODULE CONF A peripheral module was re-| 1 Yes
UPDATED: programmed to its configured
state. This event will occur
when the system powers up qr
exits the Installer’'s Program-
ming Mode.
MODULE RESET | A module within the system | 1 Yes Yes Yes E339
OCCURRED: experienced a reset condition. Module
Reset
MODULE A module within the system | 1 Yes Yes Yes E339
WDRST experienced a reset condition. Module
OCCURRED: Reset
DCM RCM EXIT: A Door Control Module has | 2 Yes
exited Reduced Capability
Mode.
EVENT LOG This event occurs when an A¢-1 Yes
TEXT MESSAGE: | tion Script places free-form
text into the Event History
Log. The text will be dis-
played.
Uncommitted Zone Related Events
Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
ZONE TROUBLE: | A wiring trouble condition hag 2 Yes Yes Yes E380
occured at the indicated Un- Zone
committed Zone. Trouble
ZONE TRB REST: | A wiring trouble condition has 2 Yes Yes Yes R380
cleared at the indicated Un- Zone
committed Zone. Trouble
Restore
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Uncommitted Zone Related Events (Con't)

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
ZONE ALARM: A Zone Alarm condition has 3 Yes Yes Yes E140
occured at the indicated Un- Zone
committed Zone. Alarm
ZONE ALM A Zone Alarm condition has 3 Yes Yes Yes R140
REST: restored at the indicated Un- Zone
committed Zone. Alarm
Restore
ZONE FAULT: An Uncommited Zone has 1 Yes Yes
been set to an off-normal cor}-
dition.
ZONE RESTORE: [ An Uncommited Zone has rg- 1 Yes Yes
turned to its normal condition]
BURG SYS Occurs when the Burglary 3 Yes Yes Yes C401
ARMED AWAY: System of the Access Contrd| CloseAw
panel is Armed Away ay
BURG SYS Occurs when the Burglary 3 Yes Yes Yes C441
ARMED STAY: System of the Access Contrd| Close
panel is Armed Stay Stay
BURG SYS Occurs when the Burglary 3 Yes Yes Yes 0401
DISARMED: System of the Access Contrd| Open
panel is Disarmed
BURG SYS FRC The Burglary subsystem of the 3 Yes Yes Yes C401
ARMED AWAY: Access Control System was Close
Armed Away, automatically Away
bypassing any zones that were
faulted.
BURG SYS FRC The Burglary subsystem of the 3 Yes Yes Yes C441
ARMED STAY: Access Control System was Close
Armed Away, automatically Stay
bypassing any zones that wefe

faulted.
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Uncommitted Zone Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

ALARM
SOUNDER ON:

The Relay Output that has
been assigned for use as the|
Burglary Sounder was turned
On. The Normally open con-
tacts of the Form-C Relay will
be connected, and the normg
ly closed contacts of the Fornj
C Relay will be disconnected,
This will occur in response to|
an Alarm condition.

Yes

ALARM
SOUNDER
TIMEOUT:

The Alarm Sounder Relay
Output that has been assigng
for use as the Burglary Soun
er was turned Off due to the
expiration of its timeout. The
Normally open contacts of thg
Form-C Relay will be discon-
nected, and the normally

closed contacts of the Form-¢

Relay will be connected. Thig
will occur after an Alarm con
dition if the Alarm is not man-
ually acknowledged by a Use
performing a Disarm and
Alarm Silencing operation.

o

L

Yes

ALARM SNDR
SILENCED:

This event occurs when a Usd
performs a Disarm and Alarn]
Silence Operation. This sign
fies that a manual action has
caused the Alarm Sounder td
be silenced.

Yes

OP/CL TRIG ON:

The Output Trigger that was|
assigned to function as the
Open/Close Trigger was
turned on. The open-collecto
Trigger Output will sink cur-
rent. This signifies that the
Burglary portion of the Accesq
Control System has been

Armed Away or Armed Stay.

Yes
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Uncommitted Zone Related Events (Con't)

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

OP/CL TRIG OFF:

The Output Trigger that wag
assigned to function as the
Open/Close Trigger was
turned off The open-collector|
Trigger Output will return to a
high impedance state and
cease to draw current. This
signifies that the Burglary por|
tion of the Access Control
System has been Disarmed.

Yes

BURG TRIG
ACTIVATED:

The Output Trigger that was
assigned to function as the
Burglary Trigger was turned
on. The open-collector Trigge
Output will sink current. This
signifies that the Burglary por|
tion of the Access Control
System has responded to an
Alarm condition.

Yes

BURG TRIG
DEACTIVATED:

The Output Trigger that was
assigned to function as the
Burglary Trigger was turned
off The open-collector Trigget|
Output will return to a high
impedance state and cease t
draw current. This signifies
that the Burglary portion of
the Access Control System hg
been Disarmed.

n

Yes
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Vista Related Events
The following events will only occur is a Vista Alarm Panel has been
connected to the Access Control System through a VGM Module.

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
ZONE FAULT TO | This eventindicates that a 1 Yes
VISTA: Zone fault was reported to a
connected Vista Alarm Panel|
ZONE REST TO This event indicates that a 1 Yes
VISTA: Zone restore was reported toja
connected Vista Alarm Panel|
ZONE TRBL TO This event indicates that a 1 Yes
VISTA: Zone trouble was reported to p
connected Vista Alarm Panel|
ACCPT FAULT This event indicates that an 1 Yes
TO VISTA: Access Point Door Status
Monitor Zone fault was re-
ported to a connected Vista
Alarm Panel.
ACCPT REST TO | This event indicates that an 1 Yes
VISTA: Access Point Door Status
Monitor Zone restore was re-
ported to a connected Vista
Alarm Panel.
ACCPT TRBL TO | This event indicates that an 1 Yes
VISTA: Access Point Door Status
Monitor Zone trouble was re-|
ported to a connected Vista
Alarm Panel.
REQUEST VISTA | This event indicates that the 1 Yes
STATUS: Access Contol System has re-
quested status information
from a connected Vista Alarm
Panel.
VISTA BURG This event indicates thata buf- 3 Yes
ALARM: glary alarm condition has oc-

cured in the given Vista
Burglary Partition.

Technical Manuals Online! - http://www.tech-man.com

Event Log Messages C-37




PASSSOINT

Vista Related Events (Con’t)
The following events will only occur is a Vista Alarm Panel has been
connected to the Access Control System through a VGM Module.

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
VISTA BURG This event indicates thata buf- 3 Yes
ALARM REST: glary alarm condition has re-
stored (cleared) in the given
Vista Burglary Partition.
VISTA FIRE This event indicates that a fir¢ 3 Yes
ALARM: alarm condition has occured ip
the given Vista Partition.
VISTA FIRE This event indicates that a fir¢ 3 Yes
ALARM REST: alarm condition has restored
(cleared) in the given Vista
Partition.
VISTA PANIC/ This event indicates that a 4 Yes
DURESS ALRM: panic or duress alarm condi-
tion has occured in the given
Vista Burglary Partition.
VISTA PNC/DUR | This event indicates that a 4 Yes
AL REST: panic or duress alarm condi-
tion has restored (cleared) in
the given Vista Burglary Parti
tion.
VISTA ARMED This event indicates that the 3 Yes
AWAY: given Vista Alarm Partition
was Armed Away.
VISTA ARMED This event indicates that the 3 Yes
STAY: given Vista Alarm Partition
was Armed Stay.
VISTA ARMED This event indicates that the 3 Yes
MAXIMUM: given Vista Alarm Partition
was Armed Maximum.
VISTA ARMED This event indicates that the 3 Yes
INSTANT: given Vista Alarm Partition
was Armed Instant.
VISTA This event indicates that the 3 Yes
DISARMED: given Vista Alarm Partition

was Disarmed.
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Vista Related Events (Con’t)

The following events will only occur is a Vista Alarm Panel has been
connected to the Access Control System through a VGM Module.

Event Cause Default | Priority Logged | Can be Defaultedto | Contact
Priority | Editable Dialed to | Dial to Cen- | ID Code
Central tral Sta
Station
VISTA LOW This event indicates that the 3 Yes
BATTERY: Vista Alarm Panel connected
to the Access Control Systen|
is experiencing a Low Battery
condition.
VISTA LOW This event indicates that the 3 Yes
BATT REST: Vista Alarm Panel's Low Bat{
tery condition has restored and
that its battery is charged.
VISTA AC PWR This event indicates that the 3 Yes
LOSS: Vista Alarm Panel connected
to the Access Control Systen
has lost its AC line voltage.
VISTA AC PWR This event indicates that the 3 Yes
RESTORE: Vista Alarm Panel's AC line
voltage has been turned bac
on.
VISTA DLR This event indicates that the 2 Yes
COMM FAIL: Vista Alarm Panel's central
station communicator (dialer
has not been able to reach the
central station.
VISTA DLR This event indicates that the 2 Yes
COMM REST: Vista Alarm Panel’s central
station communicator (dialer
has been able to reach the c¢n-
tral station after a period of
failure.
VISTA CMD TO This event indicates that the 2 Yes
UNKN ACCPT: Vista Alarm Panel has at-

tempted to control an Access
Point that is invalid. This

event may occur if the Vista
Panel's User Code or keypad
programming that maps to th

Access Point is invalid.
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Vista Related Events (Con’t)
The following events will only occur is a Vista Alarm Panel has been
connected to the Access Control System through a VGM Module.

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

ACCESS REQ FR
UNKN VUSR:

This event indicates that the
Vista Alarm Panel has re-

quested access using a Vistd
User number that was un-

known to the Access Control
System. This can occur if a th
cardholder database in the A
cess Control System does nd
contain an entry indicating thig
Vista User Number.

= <) (D

Yes

EGRESS REQ FR
UNKN VUSR:

This event indicates that the
Vista Alarm Panel has re-
quested egress using a Vista
User number that was un-
known to the Access Control
System. This can occur if ath
cardholder database in the A
cess Control System does nd
contain an entry indicating thi
Vista User Number.

= I D

Yes

VISTA
CONNECTION
FAIL:

This event indicates that the
Access Control System can

not communicate with its Vis
ta Alarm Panel.

Yes

VISTA
CONNECTION
REST:

This event indicates that the
Access Control System can
once again communicate with
its Vista Alarm Panel after a
period of communication fail-
ure.

Yes

BYP VISTAZONE
LIST:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panel
to bypass a Vista Panel Zong
List.

Yes
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Vista Related Events (Con’t)

The following events will only occur is a Vista Alarm Panel has been
connected to the Access Control System through a VGM Module.

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

PROTECT VISTA
ZONE LIST:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panel
to protect a Vista Panel Zong
List.

Yes

VISTA PART
OPEN ENABLE:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panell
to enable openings (disarm 0|
erations) within the indicated
Vista Burglary Partition.

D

Yes

VISTA PART
OPEN DISABLE:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panell
to disable openings (disarm
operations) within the indicat
ed Vista Burglary Partition.

Yes

VISTA PART
CLOSE ENABLE:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panel
to enable closings (arming og
erations) within the indicated
Vista Burglary Partition.

Yes

VISTA PART

CLOSE DISABLE:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panel
to disable closings (arming of
erations) within the indicated
Vista Burglary Partition.

Yes

VISTA ACCESS
GRP ENABLE:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panel
to enable a Vista Access
Group.

Yes
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Vista Related Events (Con’t)
The following events will only occur is a Vista Alarm Panel has been
connected to the Access Control System through a VGM Module.

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

VISTA ACCESS
GRP DISABLE:

This event occurs when the
Access Control System in-
structs the Vista Alarm Panel
to disable a Vista Access
Group.

Yes

VISTA RELAY
ON:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pang|l
to turn on one of the Vista's
Output Relays.

Yes

VISTA RELAY
OFF:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pane|l
to turn on one of the Vista's
Output Relays.

Yes

VISTA RELAY
PULSE:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pan€l
to pulse one of the Vista's
Output Relays.

Yes

VISTA RELAY
PULSE XXMIN:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pang|l
to pulse one of the Vista's

Output Relays for the duratio
specified by the XX minute

timer as specified by the Vist3
Panel’'s programming optiong.

Yes

VISTA RELAY
PULSE YYSEC:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pand]l
to pulse one of the Vista's

Output Relays for the duratio
specified by the YY seconds
timer as specified by the Vist3
Panel’s programming optiong.

Yes
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Vista Related Events (Con’t)

The following events will only occur is a Vista Alarm Panel has been
connected to the Access Control System through a VGM Module.

Event

Cause

Default
Priority

Priority
Editable

Logged

Can be
Dialed to
Central
Station

Defaulted to
Dial to Cen-
tral Sta

Contact
ID Code

VISTA RELAY
GRP ON:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pane|l
to turn on one of the Vista's
Output Relay Groups.

Yes

VISTA RELAY
GRP OFF:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pang|l
to turn on one of the Vista's
Output Relay Groups.

Yes

VISTA RELAY
GRP PULSE:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pand|l
to pulse one of the Vista's
Output Relay Groups.

Yes

VISTA RLY GRP
PULSE XXM:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pan€l
to pulse one of the Vista's
Output Relay Groups for the
duration specified by the XX
minute timer as specified by
the Vista Panel's program-
ming options.

Yes

VISTA RLY GRP
PULSE YYS:

This event indicates that the
Access Control System has if-
structed the Vista Alarm Pand|l
to pulse one of the Vista's
Output Relay Groups for the
duration specified by the YY
seconds timer as specified b
the Vista Panel's program-
ming options.

Yes
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Glossary

Access Control Glossary

A Access Card- A card, generally the size and shape of a credit
card, containing encoded data. The data can be encoded in a
variety of ways, sometimes including more than one encodation
technology. (See Magnetic Stripe, Wiegand, Proximity.)

Access Control- Allowing the right person through the right
doors at the right time based on: 1) What they have, 2) What
they are, and/or 3) What they know.

Access Group- A group of individuals that share common
access privileges, in regards to associated Access Points (doors)
and times. The Access Group defines the access privileges of
the individuals. All members of an Access Group have

identical access privileges.

Access Level The type of access permissions assigned to a
Cardholder.

Access Patrtition/Access Area A completely enclosed space
that is controlled for entry and egress. Generally, when a
person passes into the area, PassPoint will note that the person
is in the specified area. In this way, the system can keep track
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of where people are within a facility. Note, however, that both
entry to and egress from the area must be logged by the
PassPoint system in order for this feature to work. That is, if
the entry to an area is controlled by PassPoint but egress is not
controlled by PassPoint, the system will not be notified when a
person leaves the area. This will lead to incorrect occupancy
reading of the protected areas.

Access Point A collection of card readers, zones, triggers, and
relays committed to the control and monitoring of the door
control hardware at a single point of passage.

Access Privileges The rights allocated to an individual which
define his/her access capabilities. Access privileges consist of
the specifications of when and where a person may gain access
or be allowed egress from a controlled area.

Anti-Passback (APB)- An Access Control function whereby a
cardholder is prevented from “passing back” his card to another
person to gain entry into the same area twice, without leaving.
A parking garage would be a good example of such a situation.
A boss may try to pass his card back to his secretary, so that
they may both park in the executive parking lot. Facilities are
typically fitted with both Entry and Exit readers when Anti-
Passback is implemented. A cardholder must alternate usage
between entry and exit readers. If the cardholder attempts to
pass through an entry reader twice consecutively, the
cardholder will generate an Anti-Passback violation. In
addition, based on the configuration of the Access Control
System, he may be denied access as a result of that violation. In
ADEMCO'’s implementation, it simply means attempting to use
the same Access Point in the same direction within a specified
period of time (without using that Access Point in the opposite
direction).
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Archive - A file stored on your system’s PC that holds
previously uploaded events. Archives allow you to keep and
organize all of the events recorded by your system.

Arm Away - This is a function of the burglary sub-system of
the PassPoint system. Arming the system enables zones to
cause a burglary alarm. Arming the burglary sub-system in the
Away mode implies that you will be away from the premises
and enables Interior and Perimeter zone types so that they will
cause an alarm when faulted.

Arm Stay - This is a function of the burglary sub-system of the
PassPoint system. Arming the system enables zones to cause a
burglary alarm. Arming the burglary sub-system in the Stay
mode implies that you are staying on the premises and enables
only the Perimeter and 24 Hour zones types.

B Biometrics - Readers that identify human attributes such as
fingerprint, hand geometry, voice recognition, or retinal scans.

Bypass (Access Point) When an Access Point is placed in
Bypass mode, the locking mechanism is unlocked, no forced
door or door open too long alerts are generated, and any
requests to exit are ignored (the door is already unlocked). The
access control industry also refers to this condition as “Free
Access”.

Bypass (Zone) When an alarm zone is placed in Bypass

mode, it no longer generates alerts to the user when the zone
changes state. You may want to Bypass an internal zone (such
as a corridor) during the day, when you would expect activity,
but no security violations are actually occurring.
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C Card Reader -A device used by Cardholders to identify
themselves to the PassPoint system. The card reader reads the
Cardholder’s access card so that the access privileges of the
Cardholder may be examined in order to determine if the
Cardholder should be allowed to pass into the protected area

In some cases, the device used for identification may be a
keypad rather than a card reader. Instead of presenting a card to
the keypad, the Cardholder must enter their assigned Personal
Identification Number (PIN code) in order to identify his/

herself. In situations where higher security is required, the

entry reader may be a combination unit which acts as both a
keypad and a card reader.

Cardholder - An occupant of a premises who has been issued
an access card or access code (or PIN, Personal Identification
Number) which is used to request passage through protected
Access Points within the premises.

Committed Resource- A resource, such as a reader or relay,
that is directly assigned to an Access Point. The committed
resource can no longer be controlled or monitored as an
individual item. A committed relay, for example, is used to
control the door to which it is assigned.

CPM (Computer Port Module) - The CPM acts as an
enrollment station. The enrollment station cannot be committed
to an Access Point.

D Day Template- The part of a time schedule that is used to
specify time intervals during the day that an action can occur.
Day templates contain time “windows” that define start and
stop times for actions. For example, A Day Template could
contain the following time intervals or “windows”: 07:00-
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08:30, 12:00-13:00, 17:00-17:30. This Day Template could
then be assigned to Monday through Friday of a schedule, and
the schedule could then be assigned to a scheduled action upon
window opening or closing. That action could be to bypass an
Access Point during normal workdays. (See also: Schedules)

DCM (Door Control Module) - The DCM provides all the

inputs and outputs required to manage one or two Access Points
(i.e. doors). This may also be a single Access Point where Anti-
Passback is implemented.

Deny Override - This function allows all cards to be granted
access. When a system is initially installed, this feature can be
enabled to allow all people to access all doors. The event
history can then be reviewed and the configuration fine-tuned.
After a week or so of careful monitoring, the feature can be
disabled, and standard control can be enforced.

Disarm - This is a function of the burglary sub-system of the
PassPoint system. Disarming the system disables zones from
causing a burglary alarm.

Disarming the burglary sub-system in the Away mode disables
Interior, Perimeter, and 24 Hour zone types so that they will not
cause an alarm when faulted.

Disarming the burglary sub-system in the Stay mode disables
only the Perimeter and 24 Hour zone types.

Door Control Hardware - The equipment installed at an
Access point to control the entry and exit of Cardholders.The
type of door control hardware you should choose depends in
part on the level of security you want for each Access Point.
You can have doors that have only a single card reader, or you
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can have card reader/keypad combination units requiring an
occupant to enter a PIN code after swiping his/her card. There
are many types of door control hardware available, as well as
different ways to configure them.

Door Control Relay -The Door Control Relay is an
electromechanical switch which is used to control the flow of
electricity to the door locking mechanism. The Door Control
Relay provides a “form C” dry contact set for an output. In this
way it can be used to introduce or eliminate current flow to an
external device.

Door Open Time - The amount of time a door is permitted to
remain open after the door is unlocked, before an alarm is
generated by the access control system.

Door Strike - An electromechanical locking device typically
installed in a door frame to enable locking and unlocking of the
door by electrical or electronic means. Internally, the device
consists of a solenoid to which power is applied, causing a
plunger to move linkage which releases a locking mechanism.

DSM (Door Status Monitor) - A zone in an Access Control
System committed to the monitoring of a door sense switch.
The door sense switch will reflect the state of the door (open or
closed) and also allow the PassPoint to determine if the door
has been forced open, or held open too long.

Duress- A condition whereby a cardholder may be confronted
by an intruder in an effort to gain access to a secure area. The
cardholder can “secretly” signal security that he is entering the
secure area under “duress” through the implementation of a
duress feature.
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E Enrolliment Reader - A card reader (connected to a CPM)
which can be used to enroll cards into the Access Control
System.

Entry/Exit Control - A means of controlling and monitoring
the flow of Cardholders through a building. It is used in
conjunction with Access Groups to either allow or deny group
members access to specific areas, based on their directional
usage of Access Points.

Entry Reader - An input device installed on the entry side of

an Access Point door. At this device, individuals are required
to identify themselves to the PassPoint system so that their
access privileges may be examined in order to determine if they
should be allowed to pass into the protected area. The term is
entry reader because in most cases, the device will be a card
reader at which a Cardholder must present their ID card.
However, the device may be a keypad at which the individual
must enter their assigned Personal Identification Number (PIN
code) in order to identify his/herself. In some cases, where
higher security is required, the entry reader may be a
combination unit which acts as both a keypad and a card reader.

EOLR Supervision (End Of Line Resistor Supervision} A

mode which is used to detect when someone has cut or shorted
a cable monitoring a zone, such as a door sense switch. A
resistor can be placed in the zone’s circuit at the protected point,
such that the controller can detect line trouble, in addition to
fault and normal conditions.

Event/Action Relationship- An option programmed by the

user that allows system functions to be linked to a system event.
Upon the occurrence of the system event, the action is
performed.
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Event Browser - The PassPoint tool for viewing uploaded
events. The Event Browser organizes all of the uploaded events
by date and displays them on screen.

Event Log (or History Log) - A list of events which indicate
the actions performed by and within the PassPoint system.
Each event log entry contains the time, date, and any other
attributes that specifically define the event.

Executive Privileges- An option that can be granted to
Cardholders to allow them full access to all of the system
Access Points.

Exit Only - One of the modes in which an Access Point may be
configured to operate. In this mode, the Access Point will only
accept exit requests. Any entry reader will be ignored.

Exit Reader - An exit reader is an input device that is installed
on the exit side of an Access Point door. At this device, an
individual is required to identify his/herself to the system so
that their access privileges may be examined in order to
determine if they should be allowed to pass out of the protected
area. (See also: Entry Reader)

F Facility Code - An encoded value (within the access card)
which can be used to identify the facility or site that issued a
specific group of cards. This information can be used in a
reduced security environment whereby the specific card number
is ignored, but anyone from that “facility” can gain access.

Fail Safe- A locking device which will automatically unlock in
the event of power loss.
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Fail Secure- A locking device which will automatically lock in
the event of power loss.

Force Arm Away - Arms the burglary system in the away
mode. Any faulted zones will be automatically bypassed.

Force Arm Stay- Arms the burglary system in the stay mode.
Any faulted zones will be automatically bypassed.

Forgive (Entry/Exit, Anti-Passback) - Because Entry/Exit

and Anti-Passback violations can result in access and egress
denials, Cardholders can be “stuck” in the place where the
violation is detected if their card swipes are denied. These
functions permit the administrator to “forgive” Anti-Passback
and Entry/Exit violations for a Cardholder and/or an Access
Point. When these functions are used, the system's Anti-
Passback and/or Entry/Exit mechanisms and records are re-
synchronized so that Cardholders can continue through the
premises.

Form C Relay Output - A Form C relay output is a
configuration comprised of a Common terminal point, a
Normally Open terminal point, and a Normally Closed terminal
point. With the relay in a de-energized state, the Common and
Normally Closed points are connected to each other, and the
Common and Normally Open points are disconnected from
each other. When the relay energizes, the Common and
Normally Closed points disconnect from each other, and the
Common and Normally Open points connect to each other.

Free Access See Bypass (Access Point)

H Hard Anti-Passback- If a cardholder is in violation of Anti-
Passback rules, he will not be granted access.
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Hard Entry/Exit - If a cardholder is in violation of Entry/Exit
rules, he will not be granted access.

Holiday - A component of time schedules that define days of
the work week when the “normal” work schedule does not
apply to the premises. For example, Thanksgiving day would
be considered a holiday.

K Keypad - Typically a 12 button arrangement of momentary
push-buttons used to transmit a code to the system based on a
specific sequence of key strokes. The keypad will generally
resemble a telephone keypad with respect to the relative
positions and key name assignments.

L Locked (Access Point} A mode which latches the door of the
Access Point. The Access Point's readers will be disabled for
access control functions. The Access Point will not allow any
accesses or egresses in the Locked mode.

M Magnetic Stripe - The black or brown stripe typically found on
the back of a credit card or access card. The stripe is encoded
similarly to a cassette tape. That is, magnetic domains are
impressed upon the material so that it can be read by a reader at
a later time.

Mag Lock (Magnetic Lock) - A large coil of wire mounted to

a door frame, which when current is passed through the caoil,
creates a strong magnetic field. A large metal plate is also
secured to the door, and will be held tightly against the coil of
wire, due to the presence of the strong magnetic field. The door
can be released (or “unlocked”) by interrupting the flow of
current through the coil, thereby removing the strong magnetic
field.
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MLB (Main Logic Board) - The MLB is the main controller of
the Access Control System. It contains the card database, the
event log, and system configuration information It also keeps
track of the system status. The MLB receives its power from
the Access Control power supply, and communicates with the
Door Control Module (described above) to determine if access
should be granted to a particular Access Point. It can also
coordinate the activities of other system modules, such as the
QRM or ZIM.

Modem - A device that converts digital information into analog
information so it can be transmitted over telephone lines, and
converts the received analog data back to digital data at the
other end by another modem.

N Name Pool- A collection of names, assigned by a user, that can
be applied to system objects (i.e. relays, readers, etc.) The
name pool can contain a maximum of sixty names, each up to
fifteen characters in length. This can also be known as “Custom
Alpha Descriptors”.

@) Outputs - Auxiliary devices in an access control system that
control external devices such as electronic locks, piezo
sounders, or light indicators. These can consist of relay outputs
(dry contacts) or transistorized outputs (current-sinking
devices).

P PIN (Personal Identification Number) - A number assigned
to an individual that, when entered in to a keypad, will allow the
Access Control System to grant access into a secure area. PINs
can also be combined with encoded cards and biometric devices
to ensure higher levels of security.
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PIN Retry Lockout - A feature that disables the keypad of an
entry reader for a specified amount of time after a specified
number of improper PIN entries. PIN retry lockout protects the
premises from intruders who tamper with a keypad controlled
Access Point. It slows down the process of trying all possible
code combinations. The system records an event when PIN
Retry Lockout is initiated at an Access Point.

PIR (Passive Infra Red)- Typically, a sensor device that can
sense movement within a specific area and change the state of a
set of internal contacts as a result. These contacts can then be
wired to a Request To Exit zone on an Access Control System
for automated egress when a person approaches an Access
Point from inside a protected area.

Power supply (Access Control} The Access Control power
supply provides all the power needed by the MLB and DCM. It
is connected to the AC line voltage via an 18VAC, 50VA
Basler-type plug-in power transformer. The power supply
provides a battery backup/charger connection and supports a 7-
AmpHour battery. In addition, it has the capability to monitor
and test the AC power input and battery condition. The results
of which are provided to the modules, and ultimately to the
MLB.

Pre-Alarm Trigger Time (P-A Time) - This is the amount of
time, in seconds, before the start of an Access Point Door Open
alarm, at which time the pre-alarm device will be energized.

For example, if the door is set to be allowed to remain open for
30 seconds, an appropriate pre-alarm time would be 10 seconds.
After the door has been unlatched for 20 seconds, the system
would then give 10 seconds of warning to someone who is
holding the door open. If the door is still open at the end of the
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30 seconds, a Door Open Timeout Alarm Event will occur. The
pre-alarm device will remain energized (depending upon its
mode) until the door is closed, clearing the Door Open Timeout
Alarm.

Precedence Level A type of authority level that tells the
system when certain system resources can be controlled.
Simply put, precedence levels determine whether or not an
operation should take place over the authority of any other
previously initiated action.

Protected- The normal operating status of an Access Point.
When an Access Point is protected, only valid Cardholders can
access it.

Proximity - A reader technology relying on a radio frequency
link between the reader and the card (prox reader and prox
card). Encoded information is passed between the card and
reader, usually supplying a unique pattern enabling
identification of the Cardholder.

Q QRM (Quad Relay Module)- A module that can be placed on
the Access Control network to provide four additional Form C,
supervised outputs, in addition to four Trigger outputs.

R RCM (Reduced Capability Mode)- In the unlikely event of a
DCM (Door Control Module) becoming “disconnected” from
the rest of the PassPoint system, the DCM can be told how to
act while it is out of contact with the MLB (Main Logic Board).
When it is “out of contact,” the DCM is placed in Reduced
Capability Mode (RCM).

Reader- A device that a Cardholder presents his access card to,
that will read the card’s encoded data and transmit it to an
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access control panel. The panel will then make a decision as to
what action to take as a result of that card read (energize a relay,
etc.).

Relay Supervision -The common pole of the Form C relay
will be monitored for the presence of voltage. An alert will be
generated if the voltage is not sensed. This might be used to
sense if an external power supply (used for lock power) has
failed.

RTE (Request To Exit)- A condition generated by a device
(push-button, crash bar, PIR, switch floor mat, etc.) that
indicates to PassPoint that someone is leaving the protected
area. No card is required, and no forced door event is
generated. It can also result in the door unlocking. Other
names used in the industry for this condition are: REX, Egress,
and Bypass. Note: Do not confuse this usage of bypass with the
ADEMCO meaning. (Please see Bypass)

S Schedule (or Time Schedule) A list of time intervals that can
dictate when events or conditions can start, stop, or occur. For
example, schedules control when certain Access Groups are
allowed access to the premises. Schedules are made up of Day
Templates.

Shunt (Access Point} This function disables the DSM zone

on the Access Point. The Access Point will then operate as
though it does not have a DSM zone installed. This function is
useful in instances of hardware failure, when a bad door contact
might hinder the operation of the Access Point. The Access
Point can be operated in the shunted state until it is repaired.

Shunt (Zone)- Shunting a zone serves almost the same
purpose as the Bypass Zone function except for one exception.
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While the Bypass Zone function causes detected changes in
zone status to occur without generating any alarms, Shunting a
zone causes the zone to go unmonitored. This can be beneficial
when there is a malfunctioning zone on a peripheral module.
The peripheral module may be flooding the communications
network with zone status change messages. Shunting the zone
tells the appropriate peripheral module to ignore the applicable
zone and stop sending status change messages. The zone can
then be kept Shunted until it is repaired.

Skeleton Codes (or Skeleton Cards)Skeleton codes are used

to unlock Access Points during Reduced Capability Mode

(RCM) operation. They are only used when the communication
link between the MLB and its DCM has been interrupted.

Under these conditions, the DCM uses these skeleton codes as a
very small card database. When the communication link is
restored and the system quits RCM mode, the skeleton code
database is no longer utilized.

Soft Anti-Passback- If a cardholder is in violation of Anti-
Passback rules, he will be granted access, but a record of the
violation will be stored in the event history.

Soft Entry/Exit - If a cardholder is in violation of Entry/Exit
rules, he will be granted access, but a record of the violation
will be stored in the event history.

Supervision- The process by which a device is monitored for
faulty operation. This is typically accomplished through
voltage or resistance monitoring. (Also see: EOLR Supervision
and Relay Supervision)
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T Threat Level - A global condition that can be set by system
users to qualify a state of emergency. There are six threat
levels, TLO through TL5. TL5 is the highest threat level.

Threat Levels can also be set for individual actions, indicating
the global Threat Level at which the action will be allowed to
take place. If the global Threat Level goes beyond the setting
for the action, the action will not be allowed to occur.

Transaction - An event that occurred within the access control
system which generates a record in the stored database.

Transient Suppression- A process by which short term, high
energy bursts can be limited to safe levels by the use of
specialized electronic components. The purpose of this might
be to protect sensitive electronic equipment connected over
communications lines of considerable length.

Trigger Outputs - Trigger Outputs are solid state digital
switches (transistors) that can be configured as committed or
uncommitted resources. These can be used to illuminate LEDs,
activate piezoelectric sounders, energize an external relay, or
signal a long-range radio transmitter.

Trouble - A trouble condition generally indicates a problematic
line (cable or connection) for a supervised zone.

U User (system)} A person that interacts with the system through
the system interface. Users can control readers, set time
schedules, enroll ID cards, etc. There are four levels of users:
Installer, Masters, Managers, Operators.
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User Code- The identification code used by a user to gain
access to the system. User codes are entered through the system
interface.

4 VGM (Vista Gateway Module) - The PassPoint component
that provides an interface between the Ademco Vista Panel and
the Ademco Access Control System. When Vista control is not
used, the VGM acts as the dialer for the PassPoint system.

Visual Verification - An optional mode that requires the

system to defer to an operator to visually verify the identity of
all Cardholders after a Cardholder’s card/PIN has already been
verified by the system.

w Watchdog Timer - An internal circuit within the system that
will reset the control electronics in the unlikely event that it
becomes locked in an endless loop of some kind. This will
allow the system to continue to operate even though there
would have ordinarily been a problem that would have caused
the system to ‘lock up’ or freeze.

Wiegand - A card reader technology relying on a series of
wires imbedded in a vinyl card. The Wiegand card is passed
through a Wiegand reader to communicate a distinguishing
pattern of ones and zeroes to the access control system to
identify a particular card holder. (What you have)

Windows (Time) - A time interval during a the day when
actions are allowed to occur. Up to eight of these time windows
can be contained within one Day Template.

X XX Minutes Timer - A timer that is programmed on the Vista
Alarm Panel that expires after a preset number of minutes.
Generally, a Vista Output Relay may be configured to operate
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for the duration of the timer. This timer can be programmed at
location 1*74 on the Vista Panel.

Y YY Seconds Timer- A timer that is programmed on the Vista
Alarm Panel that expires after a preset number of seconds.
Generally, a Vista Output Relay may be configured to operate
for the duration of the timer. This timer can be programmed at
location 1*75 on the Vista Panel.

4 ZIM (Zone Input Module) - A module that can be placed on
the Access Control network to provide eight additional zone
inputs, which can be configured as supervised or unsupervised.

Zone - An area or object being protected by an electronic
circuit.
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